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PREFACE
This Manual has been prepared with reference to International Standards for Professional Practice of Internal Auditing. The Manual is meant for guidance on general internal auditing policies and procedures. Internal Audit staff are encouraged to use professional judgment in the application of these policies and procedures. 
This manual should be available to all Audit Personnel and used as guidance in the conduct of all Internal Audit work within the Council. The purpose of overall reform in internal audit is essentially that internal Auditor and the audited body begins to perceive internal audit as an added value function. Otherwise, any changes to procedures and legal status may not be felt as practical changes on the ground. This Audit manual is an important step in changing the mindset, and sets out some of the ways in which a modern internal audit service adds value to the Council. 

I would like to take this opportunity to emphasize the following important principles that internal Auditors have to remember whilst working in the Council.
1. Internal Audit staff should, at all times when conducting audit, maintain an independence of audit and not act as part of the control of an asset or system being audited. 

2. The Internal Auditors should always think objectively about the risks to the Council, the system they are auditing. Are the controls adequate? Are they auditing them in the best way?
3. Matters discovered in the course of audit should be recorded and reported very honestly, clearly, concisely and objectively disclosing all relevant facts,

4. Audit work should be directed towards assisting Management to identify weaknesses in the system and efforts taken by Management to rectify such weaknesses promptly.
5. Internal Audit reports should always be discussed with the audit committee immediately after completion of audit to ensure their acceptance of observations and recommendations therein and their commitment to implement them.
6. Internal Audit should always carry out reviews directed at follow-up over implementation of the previous internal audit recommendations appearing in the internal audit reports which were issued for action by Management. 
7. Internal Audit work might cause some disruption to officers or operational work of other directorates/departments. It is important to avoid or at the best keep disruption to a minimum.
This document shall be known as “Internal Audit Procedures Manual of the National Environment Management Council” and shall be put into use after the approval of the Board.  
Eng. B. T. Baya
Director General

DEFINITION OF COMMON TERMS

Accounting Officer
Accounting Officer is the main officer bestowed with all authority and responsibility to see that objectives set are achieved.

“Add Value”   
The internal audit function adds value to the organization (and its stakeholders) when it provides objectives and relevant assurance, and contributes to the                                             effectiveness and efficiency of governance, risk management and control processes.
“Assurance Services” 
An objective examination of evidence for the purpose of providing an independent assessment on governance risk management and control processes for the organization.

“Auditor Team Leader” 
Refer to a senior person, appointed by the Chief Internal
Auditor amongst the internal audit staff, and charged with task of leading the audit assignment or engagement.

“Audit Risk”    
The risk that audit procedures will fail to detect an absent, inappropriately designed or ineffectively implemented internal control or management arrangement, which could result in an unacceptable level of business.
“Consulting Services”
Advisory and related client service activities, the nature   and scope of which are agreed with the client, are intended to add value and improve an organization’s governance, risk management and control processes without the internal auditor assuming management responsibility

“Control”                            
 An action taken by management
“Fraud”                        
Any illegal act characterized by deceit, concealment, or violation of trust.

“Governance”                      
The combination of processes and structures implemented by the board to inform, direct, manage, and monitor the activities of the organization toward the achievement of its objectives.

“Independence”               
The freedom from conditions that threaten the ability of the internal audit activity to carry out internal audit responsibilities in an unbiased manner.

“Internal Audit”   
Is an independent, objective assurance and                                  consulting activity designed to add value and improve an organization’s operations. It helps an organization                    accomplish its objectives by bringing systematic disciplined approach to evaluate and improve the effectiveness of risk management, control and governance processes.
“Internal Audit      A department, division, unit, team of consultants or               Service/Function                 
other practitioner (s) that provides independent, objective 

                                        Assurance and consulting service designed to add value                                            



 and improve an organization’s operations
“Internal Control”           
A policy or procedure designed to minimize the risk of    deliberate or accidental errors or omissions in the processing of financial, operating or accounting systems.

“Materiality”            
The degree of relevance or significance of an absent, inappropriately designed or ineffective control or management arrangement, in relation to the business risk of the organization.
“Risk”                                 
The possibility of an event occurring that will have an    impact on the achievement of objectives. Risk is measured in term of impact and likelihood.

“Risk Assessment”           
A process to identify, assess, manage, and control potential events or situations to provide reasonable assurance regarding the achievement of the organization objectives

“Risk-Based Audit”           
It is a process, an approach, a methodology and an attitude of mind rolled into one. It concentrates on auditing those areas that pose the greatest risks to the organization.
“Sampling”                         
Is a method of studying from a few selected items, instead of the entire big number of units. The small selection is caked sample
“Standard”               
A professional pronouncement promulgated by the International Internal Audit Standard Board that delineates the requirements for performing a board range of internal audit activities, and for evaluating internal audit performance

“Systems”                 
The procedures and operations by means of which an organization’s transactions and events are affective and recorded.
“Value for Money”     
The economy, efficiency and effectiveness of an                          organization’s operations.
“Working Papers”
These are records of all matters which are important in supporting the report and, in particular, the reasoning of auditors in all significant matters that require the exercise of judgment 

PART ONE
1.0 INTRODUCTION
1.1 Brief history of NEMC
The National Environment Management Council (NEMC) “the Council” is a national institution responsible for overseeing the integrity of Tanzanian’s environment for sustainable development. It was established by an Act of Parliament NO. 19 of 1983 as a corporate body. Currently, the said Act has been repealed and replaced by an Act of Parliament No. 20 of 2004.

NEMC reestablished in 2004 by the Environmental Management Act Cap.191 (EMA Cap. 191) The Environment Management Act Cap.191 spells out the main functions of the Council, these are: enforcement and compliance, review of environmental impact assessment, environmental auditing and monitoring of projects and facilities, facilitation of public participation in environmental decision making, exercise general supervision and coordinate overall matters that are environmental related. 
NEMC is headed by a Director General who is assisted by Directors of 5 directorates, Heads of 16 divisions and 4 units, technical and supporting staff under guidance of a Board of Directors of the Council. 
The headquarters of NEMC are located at Mikocheni area, Regent Estate, Plot No. 28, 29 & 30 in Dar-es-Salaam; and it has zonal offices in Dar Es Salaam, Arusha, Mbeya, Mtwara, and Mwanza to coordinate and enhance its services and outreach to regions and districts. Other additional zonal offices will be established in the near future, as the plan is to have seven (7) zones established in the country by 2019.
NEMC as a public institution, implements its mandates and responsibilities by cooperating and collaborating with Government Ministries, Public Institutions, Parliament, Local Government Authorities, Private Sector, Development Partners, NGOs, CBOs, Donor Community and other stakeholders including interested individual persons. 

1.2 Vision and Mission 
1.2.1 Vision

NEMC vision is “to be a world-class environment management authority that ensures a clean, safe and healthy environment for people and wild life in Tanzania”.
1.2.2 Mission

“To promote environmental management in Tanzania through coordination, facilitation, awareness raising, enforcement, assessment, monitoring and research”

1.3 Functions of the Council
The functions for which the Council was formed are stipulated in the Environment Management Act (EMA) No. 20 of 2004. These are to undertake enforcement, compliance, review and monitoring of environmental impact assessment and facilitate public participation in environmental decision making. In particular the Board collaborates with other related sector ministries to:- 

1. Carry on environmental audit, 

2. Carry out surveys which will assist in the proper Management and conservation of the environment, 

3. Undertake and co-ordinate research, investigation and surveys in the field of environment and collect, and disseminate information about the findings of such research, investigation or survey. 

4. Review and recommend for approval of environment impact statements, 

5. Identify projects and programmes or types of projects and programmes, for which environmental audit or environmental monitoring must be conducted under this Act, 

6. Enforce and ensure compliance of the national environmental quality standards, 

7. Initiate and involve procedures and safeguards for prevention of accidents which may cause environmental degradation and involve remedial  measure where accidents occur, 

8. Undertake in co-operation with relevant sector Ministries programmes intended to enhance environmental education and public awareness about the need for sound environmental Management as well as for enlisting public support and encouraging the efforts made by other entities in the regard.

9. Publish and disseminate manuals, codes or guidelines relating to environmental Management and prevention or abatement of environmental degradation. 

10. Render advice and technical support, where possible, to entities engaged in natural resources and environmental so as to enable them to carry out their responsibilities, and 

11. Perform such other functions as the Minister may assign to it or as are incidental or conducive to the exercise by it of any or all of the functions provided under the EMA Cap 191. 

1.4 Management 
NEMC Management consists of the following directorates. 

1.4.1 Directorate of Environmental Compliance and Enforcement (DECE) 

1.4.2 Directorate of Environmental Impact Assessment (DEIA)
1.4.3 Directorate of Environmental Planning and Research (DEPR) 

1.4.4 Directorate of Environmental Information, Communication and Outreach (DEICO)
1.4.5 Directorate of Finance and Administration (DFA)
NEMC is supported by the following units

1.4.6 Legal Service Unit 

1.4.7 Corporate Planning Unit 

1.4.8 Procurement Management Unit 

1.4.9 Internal Audit Unit  

In addition NEMC has five zonal offices in Northern, Lake, Southern Highlands, Southern and Eastern Zone.
1.5 Objectives of the Internal Audit Procedures Manual
The Internal Audit Procedures Manual is intended to be used by NEMC Internal Audit staff towards contributing to the effectiveness of controls that Management is responsible for establishing and maintaining. The fundamental purpose of internal auditing is to provide an independent, objective assurance and consulting activity designed to add value and improve NEMC’s operations.
1.6 Legal and Regulations Framework of Internal Audit in NEMC
This manual complies and refers to various laws, regulations, standards and circulars as listed below:
1.6.1 Public Finance Act (2001) as revised in 2004 and amended in 2010
1.6.2 Public Finance Regulations (2001) as revised in 2004

1.6.3 Public Procurement Act (2011)

1.6.4 Public Procurement Regulations (2013)

1.6.5 Public Service Act (2002)

1.6.6 Standing Orders(2009)

1.6.7 The International Professional Practices Framework (IPPF) issued by the IIA.

1.6.8 Code of Ethics for Internal Auditors issued by the Internal Auditor General.

1.6.9 Circulars issued from time to time by the Permanent Secretary- Treasury

1.6.10
.Circulars issued from time to time by the Permanent Secretary, President’s Office-Public Service Management (PO-PSM)

1.6.11 Internal Audit Charter and Audit Committee Charter (2017)

1.6.12 Internal Audit Procedures Manual(2017)

1.7 Internal Audit
Internal Audit is an independent, objective assurance and consulting activity designed to add value and improve the Council's operations. It helps the Council accomplish its objectives by bringing a systematic, disciplined approach to evaluate and improve the effectiveness of risk Management, control, and governance processes.
Management has the responsibility for adopting sound accounting policies, for maintaining an adequate and effective system for accounts for the safeguarding of assets among other things; help assure the production of proper financial statements. The transactions which should be reflected in the accounts and in the financial statements are matters within the direct knowledge and control of Management.
The Auditor’s knowledge of such transactions is limited to that acquired through his examination. Accordingly, the fairness of the representations made through the financial statements is an implicit and integral part of Management’s responsibility.
1.8 Internal Audit Charter
The purpose, authority, and responsibility of the internal audit activity should be formally defined in a charter

Each internal audit unit should have its own charter.

1.8.1 An internal audit charter is a document that formally outlines internal audit’s role, authority and responsibilities 
1.8.2 The charter should be developed by the Chief Internal Auditor in consultation with stakeholders, particularly the Accounting Officer and the Audit Committee charter.

1.8.3 The charter should be consistent with the Audit committee’s responsibilities for overseeing the internal audit function as outlined in the Audit Committee charter.
1.8.4 Once approved, make the charter publicly available that is throughout the entity by means of booklets or website so as to communicate the internal audit roles, responsibilities and authority to all stakeholders.
1.8.5 The charter should be reviewed at least annually to build confidence that the role of internal audit continues to meet the needs of the organization 

1.9 Audit Committee 
In line with the Public Finance Regulation 30 (1) of 2001 as amended, the role of Audit Committee at the Council is:
1.9.1 To approve annual and strategic internal audit plans,

1.9.2 Review quarterly and annual internal audit reports,

1.9.3 Advise the Accounting Officer on implementation of internal audit recommendations and coordinate audit programmes between internal and external audit,
1.9.4 The audit committee shall also prepare an annual report on its functions for the Paymaster General through Internal Audit General and the Controller and Auditor General.

1.10 Overview of Financial and operational Auditing
1.10.1 Financial Auditing

Financial auditing is focused on determining whether:

1.10.1.1 The financial statements of an audited entity present fairly the financial positions and the results of financial operations in accordance with International Public Sector Accounting Standards.
1.10.1.2 The entity has complied with the appropriate Council policies and procedures as well as with the laws and regulations governing the Council.
1.10.2 Operational  Auditing Operational auditing focuses on determining whether:

1.10.2.1 The Council is managing and utilizing its resources (such as personnel' property, and space) economically, effectively and efficiently;

1.10.2.2 The causes and inefficiencies or uneconomical practices are identified and rectified promptly;

1.10.2.3 The desired results of benefits for a program, directorate, units, system or other effort has or is being achieved; and

1.10.2.4 The Council has considered alternatives that might yield desired results at lower cost.
1.11 Objectives of Internal Auditing
The objectives of internal auditing is to assist all members of Management in the effective discharge of their responsibilities, by furnishing them with independent analysis, appraisals, recommendations and pertinent comments concerning the activities reviewed. The internal Auditor is concerned with any phase of business activity where he can be of service to Management. This involves going beyond the accounting and financial records to obtain a full understanding of the operations under review. The attainment of this overall objective involves such activities as:

1.11.1 Reviewing and appraising the soundness, adequacy and application of accounting, financial and other operating controls and promoting effective controls at reasonable cost;

1.11.2 Ascertaining the extent of compliance with established policies, plans and procedures;

1.11.3 Ascertaining the extent to which NEMC assets are accounted for and safeguarded from losses of all kind;

1.11.4 Ascertaining the reliability of Management data developed within the Council;

1.11.5 Appraising the quality of performance in carrying out assigned responsibilities and

1.11.6 Recommending operating improvements.
1.12 Supervision and Reviews
While this manual will serve as the internal auditing guide in force for the time being, it is always open for changes to be effected from time to time depending on the requirements. All concerned staff members are urged to abide by the guidance contained in this manual and to bring to the notice of the Head of Internal Audit unit irregularities and deviations, if any, as and when noticed. Clarifications on this Internal Audit Procedures manual, if needed, shall be obtained from the Head of Internal Audit unit. 
Review of the Manual will be necessitated by changes in applicable laws and regulations in Tanzania and major changes in the IPPF or at least after every three years.
PART TWO
2.0 INTERNAL CONTROLS

2.1     Introduction
According to the International Standards on Auditing (ISA), Internal Control refers to the process designed and affected by those charged with governance, Management and other personnel to provide reasonable assurance about the achievement of the entity's objectives with regard to reliability of financial reporting, effectiveness and efficiency of operations and compliance with applicable laws and regulations.

Management plans, organizes and directs in such a way as to provide reasonable assurance that established objectives and goals will be achieved. A control is actions taken by Management enhance the likelihood that established objective and goals will be achieved. Control therefore, results from Management planning, organizing and directing.

The overall system of control is conceptual in nature. It is the integrated collection of systems used by the Council to achieve its objectives and goals. Many variations of the term control (for example administrative control, Management control, internal control) can be incorporated within the genuine term.

Internal auditing examines and evaluates the Management planning, organizing and directing process to determine whether reasonable assurance exists that objectives and goals, functions and activities within the Council are properly being carried out to give the desired results. Such evaluations in the aggregate, provide information to appraise the overall system of control. Control is essentially a response to risk i.e. it is intended to contain uncertainty of an outcome that has been identified.
Every control action has an associated cost and it is important that the control action offers values for money in relation to the risk that it is controlling.
It should be noted that the responsibility of the internal control of the Council is of the Management. The internal audit plays an advisory role to the Management and therefore has a significant role to plan to ensure that there are adequate internal controls in the Council
2.2  Classification of Internal Controls
Internal controls can be classified in four categories as follows:

2.2.1 Detective Controls

These controls are designed to identify occasions of undesirable outcome shaving been realized. Their effect is, by definition, “after the event”, so they are only appropriate when it is possible to accept the loss or damage incurred. Examples of detective controls include stock or assets checks, reconciliation and post implementation reviews.
2.2.2 Directive Controls

These controls are designed to ensure that a particular outcome is achieved. They are particularly important when it is critical that an undesirable event is avoided. Such controls are typically associated with health and safety or with security.
2.2.3 Preventive Controls

These controls are designed to limit the possibility of an undesirable outcome being realized. The more important it is that an undesirable outcome should not arise; the more important it becomes to implement appropriate preventive controls. 
2.2.4 Corrective Controls

These are the controls that are designed to correct undesirable outcomes which have been realized. They provide a route of recourse to achieve some recovery against loss or damage.
2.3 Elements of an Effective Control System

The Committee of Sponsoring Organizations (COSO) of the Treadway Commission Model identifies five element of an effective system of internal control.

2.3.1 Control environment
Main issues:

2.3.1.1 Shared ethical value, including integrity , should be established, communicated and practiced throughout the organization;

3.3.1.2 Human resource policies and practices should be consistent with an organization’s ethical values and with the achievement of its objectives;
3.3.1.3 Authority, responsibility and accountability should be clearly defined and consistent with an organization’s objectives so that the appropriate people take decisions and actions.

3.3.1.4 An atmosphere of mutual trust should be fostered to support the flow of information between people and their effective performance toward achieving the organization’s objectives; and 

3.3.1.5 People should have the necessary knowledge, skills and tools to support the achievement of the organization’s objectives.

2.3.2 Identification and Evaluation Of Risks And Control Objectives
Main issues:

2.3.2.1 Objectives should be established and communicated;

2.3.2.2 The significant internal and external risks faced by an organization in the achievement of its objectives should be identified and assessed;

2.3.2.3 Objectives and related plans should include measurable performance targets and indicators; and,
2.3.2.4 External and internal environments should be monitored to obtain information that signals a need to revaluate the organization’s objectives or controls.

2.3.3 Information And Communication
Main issues:

2.3.3.1 Communication process should support the organization’s value and the achievement of its objectives;
2.3.3.2 Sufficient and relevant information should be identified and communication in a timely manner to enable staff to perform their assigned responsibilities;

2.3.3.3 Plans to guide efforts in achieving the organization’s objectives should be established and communicated; and,

2.3.3.4 Information needs and related information systems should be reassessed as objectives change or as reporting deficiencies are identified.

2.3.4 Control Procedures
Main issues:
2.3.4.1 Policies designed to support the achievement of an organization’s objectives and the management of its risk should be established, communicated and practiced so that staff understand what is expected of them;
2.3.4.2 The decision and actions of different parts of the organization should be coordinated; and,

2.3.4.3 Control activities should be designed as an integral part of the organization, taking into consideration its objectives the risks to their achievement, and the inter-related control element.

2.3.5 Monitoring and Corrective Action
Main issues:

2.3.5.1 Performance should be monitored against the targets and indications identified in the organization’s objectives and plans;

2.3.5.2 The assumption behind an organization’s objectives should be periodically challenged;

2.3.5.3 Follow up procedures should be established and performed to ensure desired change or action occurs; and,

2.3.5.4 Management should periodically assess the effectiveness of internal control in its organization and communicate the results to those to whom it is accountable.

3.4 Review of Internal Controls
The internal auditor should review controls; Financial and accounting procedures for adequacy and compliance to approved procedures. The internal Auditor shall complete the ICQ whose correct answers should be yes. All no answers shall be reported as deficiencies. 

The review should be:

3.4.1 To ensure that the council processes are in accordance with the Council manuals.
3.4.2 To safeguard assets from various types of risks. Risk assessment shall be carried out extensively to achieve risk minimization.
3.4.3 Auditor should ensure achievement of value for money, and operations being carried out efficiently and effectively with due regard to economy in the use of resources of the council.
3.5  Guidelines for Internal Control Standards by Institute of Internal auditors
	Categories
	Description
	Remarks

	Internal Control Objectives
	Management is responsible for ensuring that the internal control structure (management’s attitude, methods, procedures and other measures) provide reasonable assurance that the following general objectives  will be met:

· Promotion of orderly, economical, efficient and effective operations

· Safeguarding resources

· Adherence to laws, regulations and management directives

· Maintenance and disclosure of reliable financial and management data.
	Public Procurement Act 2004 promote competitive procurements and achievement of value for money, receipt and recording materials received, efficiency of utilizations, adequate supervision of implementations to curb thefts, wastage, safe storage.

Proper cash books are kept for and acknowledging funds received, recorded in cash book, banked and payments made updated recoded with all valid payments made and balanced monthly with Bank records.

Payments are supported by appropriate procurements documents, that are approved by management , documents are filed and accessible for audit verification

	General Standards
	General standards provide the control environment and are as follows:

· Internal control structures provide reasonable assurance that the general objectives will be achieved.

· Management and employees have a supportive attitude towards internal controls at all times.

· Managers and employees have the integrity and competence to understand the importance of developing, implementing, and maintaining good internal controls and to achieve the internal control objectives.

· Specific control objectives are developed for each organizational activity.

· Controls are continually monitored by managers and prompt, responsive  control action is taken
	Financial reports showing monthly or quarterly performance prepared and shared, Operations are audited, reports issued and corrective actions taken

	Detailed Standards
	Detailed standards are the specific policies, procedures, organization structure and physical arrangements, by which the general objectives are achieved.

Controls must be effective, efficient and be designed to work together as a system

· The internal control structure and all transactions and significant events are to be clearly documented and the documentation is to be readily available for examination

· Transactions and significant events are to be promptly recorded and properly classified

· Transactions and significant events are to be authorized and executed only by persons acting within the scope of their authority.

· Key duties and responsibilities in authorizing, processing, recording and reviewing transactions and events should be separated among individuals

Competent supervision is to be provided to ensure the internal control objectives are achieved

Access to resources and records is to be limited to authorized individuals who are accountable for their custody and use
	


PART THREE
3.0 RISK, RISK MANAGEMENT AND GOVERNANCE ISSUE
3.1 Definition
Risk refers to the uncertainty that surrounds future events and outcome. It is the expression of the likelihood and impact of an event with the potential to influence the achievement of the Council's objects. In principle risks always result as a consequence of activity or as consequence of non-activity. This applies to strategic risks, financial risks   and operational risks.

Risk can have either a beneficial or detrimental impact on the achievement of the objectives. Thus, risk is inherent in all the activities we perform in our day to day life, and all of us remain concerned about it. It can be defined by other words as deviations of the actual results from the expected.

3.2 Risk Management 

Risk Management is a systematic approach to setting the best course of action under uncertainty by identifying, assessing understanding, acting on and communicating risk issued.

Risk Management requires "all business activities  rules, tools and measures in a company recognizing and controlling technical as well as commercial risks, Risk Management is a firm element in modern Management systems.

3.3 Risk Management is the process of:

3.3.1 Understanding the Council objectives,

3.3.2 identifying the risk associated with achieving the risk associated objectives,

3.3.3 Developing and implementing programs/procedures to address identified risks and

3.3.4 Monitoring and evaluating risks and the programs/procedures in place to address them,

3.4 Requirements of Risk Management
3.4.1 The Management must ensure that effective systems of risk Management are established as part of the framework of control.
3.4.2 The Management must identify internal and external risks in order to react to (or initiate) changes in an appropriate and timely manner.

3.4.3 Other staff should also know what risks are acceptable by the Council.

3.4.4 The risks that have been accepted by the Council should be documented and communicated to senior managers and relevant staff.

The responsibility for risk Management in NEMC lies with the Director General who is the accounting officer. However, the internal Auditor, being in an advisory position in the Council, has a big role to play in the Management of risk as elaborated in this manual.

3.5 The role of internal Auditor in the Management of Risks
The internal audit function, by virtue of its expertise, is in good position to help senior Management identify certain risks, to suggest ways in which these risks might be managed and, ultimately, provide assurance that they are being appropriately managed. It may be used by Management as an expert, internal consultant to assist with the development of a Risk Management process for the Council.
It will have a wide ranging view of the whole range of activities which the Council undertakes and will have already undertaken some form of assessment to inform its planning of systems and processes to be audited.

The internal audit work will provide an independent assurance about adequacy of Management's embedded risk and control mechanism. In developing an appreciation of risk from an internal audit perspective, it is important to consider the following roles of internal audit in contributing to the successful achievement of the Council objectives.

3.5.1 Assurance
One of the functions of the internal Auditor is to give an independent assurance about the way in which risk is controlled. The internal Auditor should provide substantiated assurances relative to risk Management, control and information for decision making. The internal Auditor will play an important role in assuring that the fundamental elements of the Management framework supporting the achievement of objectives are in place, Assurances that controls are sound do in themselves promote effective Management decisions. Decisions may then rightly be directed towards other areas of higher risk in line with knowledge provided by the Auditor.

3.5.2 Looking Outward
Genuine results-oriented Management and risk Management are fundamentally outward looking. In order to be effective, internal audit must also be outward looking. It must seek collaboration with professionals in other fields of specialization, form knowledge-based alliance and partnership with external sources of expertise and ensure that audit criteria are defensible and relevant.

For example an internal Auditor may seek collaboration with professionals in engineering, environment, medicine, law etc.
3.6 Risk to be considered by Internal Auditors
The following can be considered as high-risk areas that should be considered by the internal Auditor.

3.6.1 Environmental
Environment commands a very broad meaning.  It includes: air, land and water; plant and animal life including human life; the social, economic, recreational, cultural and aesthetic conditions and factors that influence the lives of human beings and their communities; buildings, structures, machines or other devices made by man; any solids, liquids, gases, odour, heat, sound, vibration or radiation resulting directly or indirectly from the activities of man, and any part or combination of the foregoing and the inter-relationships between two or more of them.

NEMC has to coordinate environmental issues with other stakeholders, raise awareness, enforce EMA 2004, undertake environmental assessment, monitoring and research activities with due diligence, the Nation’s environmental health will be jeopardised.

3.6.2 Human Resources 

Achievement of objectives is heavily dependent on the availability of skilled and motivated workforce. Human resources Management is mainly concerned with the recruitment and retention of the workforce pay and benefit administration, performance Management, disciplinary and grievances mechanism, leave etc. The internal Auditor can give attention to the adequacy of HR planning, including identification of required core competencies, gap analyses, training, development and career Management etc.

The internal Auditor should also give attention to the health and safety relating to the wellbeing of the employees. The issue of HIV/AIDS should be given attention including involvement into awareness creating related programs.

3.6.3 Financial    

 Main areas of financial risk include:

1. Economic: factors such as interest rates, exchange rates, inflation etc.

2. Budgetary: the availability of resources and allocation.

3. Fraud or theft: the unproductive loss of resources.

4. Insurable: potential areas of loss which can be insured against possible losses.

5. Capital investment: making appropriate investment decisions.

Non-compliance with financial regulations may also put the Council into a risky position. Thus Internal Auditor should be fluent on the requirements of the Public Finance Act.2001 and its related regulations and NEMC Financial Management and Accounting procedures manual. 

3.6.4 Procurement
Council spends significant amounts of money on procurement of goods and services. This area must be effectively controlled to minimize the risk of financial loss, fraud or damage to the Council's reputation.

Non-compliance with procurement regulations may put the Council into a risky position. Thus an Internal Auditor should be conversant with the requirement of the Public Procurement Act (PPA) of 2013 and its related regulations.
3.6.5 Information Security 
Information system security for the Council is not an IT department’s issue alone; it is a business issue, Business leaders need to understand and own the process of security because compromise of any information system would impact employee productivity corporate image, consumer and stakeholders trust and in addition cause financial loss. Apart from outside threats, there are threats from insiders such as ignorance, carelessness, disregard for security policies and malicious intent.

Measures to manage information security may include, but not limited to physical security of the information assets, disaster recovery and business continuity, creating security awareness in the Council, strictly following policies and procedures. 

3.6.6 Infrastructure
Infrastructures such as transport systems for staff, power supply systems, suppliers, business relationships, dependency on internet and e-mail.

3.6.7 Legal and Regulatory: relevant laws and regulations to be complied with.
3.6.8 Political: possible political constraints such as change of government.

3.6.9 Policy: the appropriateness and quality of policy decisions.

3.6.10 Operational: the procedures employed to achieve particular objectives.

3.6.11 Information: the adequacy of information which is used for decision making.
3.6.12 Reputation: the public reputation of the Council and consequent effects.

3.6.13 Technological: the use of technological to achieve objectives.

3.6.14 Project: project planning and Management procedures.
3.7  Governance Issue
3.7.1 IIA’s Practice Advisory 2110-1 defines governance as:

“The combination of processes and structures implemented by the board to inform, direct, management, and monitor the activities of the organization towards the achievement of its objectives.”

3.7.2 Internal audit’s role toward the governance process is geared towards improving the process in accomplishing the following:

3.7.2.1 Promoting appropriate organizational ethics and value within the organization 
3.7.2.2 Ensuring effective organizational performance and accountability 

3.7.2.3 Communicating risk and control information to appropriate areas of the organization, and 

3.7.2.4 Coordinating the activities of communication information among board, external and internal auditors, and management.

3.8 Relationship Between Governance, Risk Management And Control Processes
Governance is a wider concept that combines both risk management and control processes.
3.8.1 Risk management processes are amongst the governance processes of the Council because risk management is aimed at assuring the achievement of Council’s objectives.
3.8.2 Internal control processes are amongst risk management processes of the Council because controls are designed to mitigate risks.
PART FOUR
4.0 INTERNAL AUDIT STANDARDS
4.1 Ethical Standard 
Ethical standards for the internal audit staff in the Council are drawn from three
Complimentary perspectives:

4.1.1 Code of Ethics as provided in the International Professional Practices Framework (IPPF) of the IIA which include principles and rules of conduct. The rules of conduct help to interpret auditors [Note: the National Board of Accountants and Auditors (NBAA) adopted fully the IPPF with effect from 1st July 2011]

4.1.2 Code of conduct and Ethics as well be issued by the Internal Auditor General’s Division.

4.1.3 Code of conduct (i.e. standard orders, circulars) issued by the President’s office-Public Service Management (PO-PSM).

4.2 Code Of Ethics of the Institute of Internal Auditors (IIA) 
 The purpose of the IIA’s ethics is to promote an ethical culture in the profession of internal Auditing. The Code, which applies to both individuals and entities that provide Internal Audit services, has two components:

4.2.1 The principles that are relevant to the profession and practice of Internal Auditing; and,

4.2.2 Rules of conduct that describe behavior norms expected of Internal Auditors. These rules are an aid in interpreting the principles into practical application intended to guide the ethical conduct of internal auditors.

The five main principles that should be observed relate to:

1. Integrity 

2. Objectivity

3. Competency

4. Confidentiality

5. Due professional 

4.3 IIA’s Code of Ethics
The adoption of the IPPF in Tanzania practices of internal auditing automatically requires all internal auditors to conform to the IIA’s Code of Ethics.
Generally, internal auditors are expected to apply and uphold the following principles:

4.3.1 Integrity:  The integrity of internal auditors establishes trust and thus provides the basis for reliance on their judgment.

4.3.2 Objectivity: internal auditors exhibit the highest level of professional objectivity in gathering, evaluating and communicating information about the activity or process being examined. Internal auditors also make a balanced assessment of all the relevant circumstances and are not unduly influenced by their own interests or by others in forming judgments.

4.3.3 Confidentiality: internal auditors respect the value and ownership of information they receive and do not disclose information without appropriate authority unless there is a legal or professional obligation to do so.
4.3.4 Competency: internal auditors apply the knowledge, skills and experience needed in the performance of internal audit services.

4.3.5 Due professional care: The IIA standards also require internal auditors to exercise due Professional Care in carrying out their internal audit activities. “Internal auditors must apply the care and skill expected of a reasonably prudent and competent. Due professional care does not imply infallibility” IIA Standard 1220.
4.4  Declaration of Conflict of Interest by Internal Auditors
4.4.1 Conflict of interest includes any interest whether personal, financial, political or otherwise, in which the internal auditor, during the course of his/her assigned audit tasks, may not be able to maintain an appropriate level of objectivity and independence in completing the audit.
4.4.2 As explained earlier, before starting an audit, internal auditors must complete and sign a Declaration of Independence Form.

PART FIVE
5.0 INTERNAL AUDIT PLANNING
5.1 Introduction
Planning is an essential part of managing the internal audit activity. Planning helps to focus audit activities on the risks that prevent an organization from achieving its management’s strategic priorities.
Two types of long-term audit plans should be prepared:

5.1.1 Strategic Internal Audit Plan,

5.1.2 Annual Internal Audit Plan,

Together, these plans serve the purpose of setting out in strategic and operational terms the broad roles and responsibilities that are articulated in the internal audit charter.

Internal audit professionals should plan each internal audit assignment. Audit planning is a continuous process. Planning should be documented and it can be broken down into the following stages:

1. Establishing audit objectives and scope of work.
2. Obtaining background information about the activities to be audited.
3.  Determining the resources necessary to perform the audit.
4.  Communicating with all who need to know about the audit.
5.  Performing as appropriate on-site survey to become familiar with the operations or activities and controls to be audited, to identify areas of audit emphasis and invite comments and suggestions.
6.  Developing an overall plan which will cover audit strategy, timing staffing and liaison with the Auditees and others with an interest in the internal audit assignment.
7. The designing and writing of the audit program which are used to ensure that the internal audit work is carried out in accordance with the planned audit strategy.
8. Determining how, when and to whom the audit results will be communicated. 
9.  Obtaining approval of the internal audit work plan.
Proper internal audit planning will:

1. Direct internal audit effort to important areas of the audit assignment.
2. Identify potential problems promptly.
3. Facilitate control, timing and coordination of internal audit work.
4. Simplify review of work done. 
5.2 Preliminary Survey
Conducting a preliminary survey is the first step in the audit process. The purpose of the survey is familiarization. A good preliminary survey is likely to result in good planning and design of a good audit program. A good audit plan and program is likely to result in a good internal audit.

5.2.1 Evaluate Risks

5.2.1.1 In the preliminary survey, potential exposures to risks for particular activity should be identified. The controls required to protect against those exposures should be sought out and evaluated. lf controls are absent or inadequate, conditions may warrant reporting to Management,
5.2.1.2 Internal audit professionals should be on the lookout for all such uncontrolled exposures, which create the kind of risks that Auditors are responsible for bringing to the Management's attention. In some cases, exposure to risks can be assessed during an audit that is directed exclusively to the identified risk.

5.2.2 Identify controls to minimize risks

When internal Auditors perceive risks, they should search out the controls designed to protect against them. Controls that are inadequate or ineffective should be discussed immediately with the Auditee. lf agreement on corrective action is reached and adequate action is taken, further audit effort would be pointless. lf however, the Auditee remains unconvinced and needs proof that the risks are real and controls are weak, the Auditor will carry out a purposive test rather than a test by random sample; to support the existence and significance of the risks.

5.2.3 Make risk assessments

5.2.3.1 In making risk assessment the internal audit professional should know that the objectives of the NEMC, control system and risk assessment are inextricably tied together. It is impossible to determine risk if one does not know the danger. Once the risk has been identified the next step is create means of controlling the risk.
5.2.3.2 In making risk assessment the internal Auditor should take into consideration the following:

5.2.3.2.1 Inherent risk: 
is the risk that is intrinsic to the NEMC business. The internal Auditor is able to evaluate some of the inherent risk by looking at the business environment as a whole. There is also inherent risk that NEMC imposes on itself through the corporate culture it maintains. Risks created by corporate culture are risks inherent to a Management style.

When the inherent risks in the NEMC have been considered, the next stage is to assess safeguards established to prevent or detect occurrences resulting from those risks. This consideration will deal with control risk.
5.2.3.2.2 Control risk: 
Is the risk that internal control fails to prevent or detect material misstatement that occurs. Some control risk will always exist because of inherent limitations of any internal control structure.

An internal Auditor may assess control risk at the maximum level when either policy or procedures are unlikely to be effective or it is not worth the cost of evaluating their effectiveness. lf the Auditor assesses control risk below the maximum; the internal Auditor is expected to obtain evidence about the design and operation of the appropriate policies and procedures to justify such an assessment.

5.2.3.2.3 Detection risk: 
Is the risk that the internal professional will not detect material misstatement that occurs. Detection risk occurs when the Auditor decides not to examine 100 per cent of balances or transaction or because of other uncertainties included in these other uncertainties are selection of inappropriate procedures, misapplication of an audit procedure, or misinterpretation of the results of an audit procedure other uncertainties will be reduced to an acceptable level through appropriate planning and supervision.

5.3 Audit Planning
After conducting a preliminary survey, the internal audit professionals will use the information gathered to prepare audit strategy, planning memorandum and audit program.

5.3.1 Audit Strategy

5.3.1.1 An audit strategy can be defined as the plan that sets the process and direction of the audit and link internal Auditors understanding of department/section activities to the focus of their audit work.

5.3.1.2 Audit strategy is fundamental in the delivery of internal audit services. The strategy setting process enables the Auditors to:
5.3.1.2.1 Take account of Auditee perspective, so that findings can be expressed in a way that is relevant to NEMC's Management;

5.3.1.2.2 Understand the activities of the department/section that is to be audited in objectives and the risks of failing to attain these;

5.3.1.2.3 Recognize the effectiveness of internal control and design the appropriate audit tests;

5.3.1.2.4 Obtain effective audit evidence by focusing audit work on audit objectives for which there is a higher risk of significant misstatements; and

5.3.1.2.5 Promote clear communication with the Auditee department section.

5.3.1.3 Before detailed audit testing is planned an overall strategy must be determined. When developing audit strategy the internal Auditor aim to:

5.3.1.3.1 Set the level of planning materiality. Planning materiality is a preliminary estimate of size error that would be regarded as material in relation to account balance or transactions under review. The Auditor will design tests to give the required assurance that any error that exists of the level of planning materiality will be detected. At this stage the internal Auditor will also decide the minimum level of noting errors;

5.3.1.3.2 Identify or determine the main audit objectives or critical audit objective and the audit approach to these:

5.3.1.3.3 Identify risks and inadequate controls;

5.3.1.3.4 Identify or determine important audit objectives; although not critical;

5.3.1.3.5 Identify subsidiary audit objectives. Detailed consideration of relatively minor audit objectives can safely be left until the audit program is written.

5.3.1.3.6 Identify the applicability of computer-assisted audit techniques;
5.3.1.3.7 Identify other factors that influence the delivery of internal audit professional services.

5.3.2 Preparation of Planning Memorandum
5.3.2.1 Audit strategy sets the broad direction for the audit. Audit planning expands on this, providing instructions to guide internal Auditors through the audit.

5.3.2.2 The audit planning decisions are documented in the planning memorandum. The planning memorandum summarizes technical matters, Auditee service matters and logistical matters. Technical matters include planning approach to main audit objectives or critical audit objectives and internal control.

5.3.2.3 The planning memorandum is not intended to duplicate matters covered in the audit strategy. The planning memorandum may be combined with the strategy document

5.3.2.4 Performance of analytical procedure to assist in planning the audit:

5.3.2.4.1 Internal Auditors will perform analytical procedures to assist in planning the audit and to enhance their overall understanding of the Auditee's activities or operations, To the extent it was not done so during the development of audit strategy, they will analyze relevant information and discuss the results with Management;

5.3.2.4.2 Based on the analytical procedures, Auditors will identify significant account balances and classes of transactions. The balances reflect classes of transactions recognized during the period. These include: routine transactions, non-routine transactions and accounting estimates. Internal Auditors will identify significant classes of transactions in these three categories. The categories are used when making an assessment of the risk of significant misstatement.

5.3.3 Understanding Internal Control

5.3.3.1.1 Internal Auditors obtain or update the required understating of internal control by a combination of the following procedures:

5.3.3.1.1.1 Inquiries of appropriate Management, supervisory and staff personnel;

5.3.3.1.1.2 Observation of the Directorates/Department's activities; and

5.3.3.1.1.3 Limited inspection of documents and records. :

5.3.3.1.2 When Auditors have obtained or updated an understanding of internal control, they will make preliminary of control risk for each audit objective. The preliminary assessments of control risk are stated as low, moderate or high. An assessment is made for each audit objective.

5.3.3.1.3 If internal audit professionals believe internal control is ineffective to prevent or detect significant misstatements, they will consider whether such audit objectives are critical and plan substantive audit procedure is accordingly.

5.3.3.1.4 When internal Auditors obtain or update an understanding of internal control or at any time during the audit, they may become aware of deficiencies in internal control. It is therefore appropriate to report control deficiencies with suggestions for improvements, at an interim date.

5.3.3.1.5 In addition, they may become aware of control deficiencies that affect the ability of the NEMC to attain its objectives relating to operations or compliance with laws and regulations, lf so; they will consider reporting them to Management.

5.3.4 Time and Cost Budgets

Ordinarily the internal Auditors will prepare a budget analyzing tasks to be performed, time and cost allotted. As the audit progresses, comparison is made between actual time/cost and estimates of time/cost to complete the work against budget. Explanations are given for significant variations.

In considering the resources required for the audit, internal audit professionals will look at staffing and resources for the audit assignment, planned use of computer assisted audit techniques, planned timing of the audit work and preparation of time and cost budgets.

5.3.5 The preparation of the audit program
The internal audit program is a guide to the Auditor and it contains audit steps that will be used during auditing. The audit steps are designed to gather audit evidence and permit internal Auditors to express opinions on the efficiency, economy and effectiveness of the activities to be reviewed.

5.3.5.1 Operating objectives and procedures

5.3.5.1.1 Operating objectives are ends to be achieved by operating Management and their people. Among the operating objectives of a procurement activity are those of purchasing the right goods or services at the right price at the right time and of the right quality. Each of these objectives is pursued through procedures or techniques e.g. use of requisitions from user directorate/department.
5.3.5.1.2 All audit program therefore, should identify the operating objectives whose accomplishment Auditors seek to evaluate.

5.3.5.2 Audit objectives and procedures

5.3.5.2.1 Audit objectives can be general or specific, general audit objectives are pursued in all assignments. For example, internal Auditor may be restricted to accounting and financial matters only. In that event their general audit objectives may be directed solely to determining reliability and integrity of financial information; compliance with policies, plans, procedures, laws and regulations and the safeguarding of assets.
5.3.5.2.2 If internal Auditors’ scope as set by Management is comprehensive, however, the general audit objectives would be increased to include reviewing operating reports as well as evaluating the economical and efficient use of resources and accomplishment of established objectives and goals for operations.
5.3.5.2.3 Specific audit objectives are linked to operating objectives; e.g. If procurement objective is to purchase the right goods, the audit objective is to determine whether systems are designed to see that the operating objective has been achieved and whether the right goods have indeed been purchased.
5.3.5.2.4 Audit procedures are techniques the Auditor employs to determine whether operating objectives have been met e.g. audit program will specify that the Auditors should examine a sample of purchase orders and determine whether they are supported by required requisitions.
5.3.5.2.5 Determining which operating objectives warrant audit examination and therefore should become audit objectives and be included in an audit program, becomes a matter based on study and experience. The audit program should be designed to tell Auditors, which audit procedures to per-form to meet the audit objectives. Internal Auditors experience and logic will enable them determine which audit procedures apply to which audit objectives. Procedures should be relevant to the selected objectives

5.3.5.3 Design of audit program

5.3.3.1 The background information gained through the preliminary survey will help dictate the programmed audit coverage. It is not possible to examine every activity being carried out. Internal Auditors should therefore design effective, economical audit program that will focus on what is essential to meet the operation's key objectives.
5.3.3.2 Internal Auditors must look to their professionals' responsibilities in deciding what to audit and what not audit. Internal Auditors cannot be held responsible for the prevention of fraud, misconduct, or error. These are Managements, responsibilities. However, internal Auditors are responsible for identifying matters that permitted undesirable actions.

PART SIX
6.0 OBTAINING AUDIT EVIDENCE
6.1 Testing is applied in order to find evidence to support the internal Auditor’s views on the adequacy of risk management and related internal controls.

6.2 Audit tests generally fall three categories:

6.2.1 Walk-through
 Test –performed through the ICQ. The tests involve following up a particular type of transaction right through the accounting system to confirm by observation and discussion the existence of procedures as prescribed by the financial regulation.
6.2.2 Compliance Tests 
Designed to check that controls that are being relies on to manage key risks are actually in place and are working in condition as intended (i.e. being complied with).

Example:

1. Risk: budget holders spend more than the allotted limits.

2. Key control: spending authorization and periodic budget report to warn managers on overspending.

3. Compliance testing: Select a sample of items to consider if excess spending was properly authorized and if excess spending was reported and action taken.

6.2.3 Substantive Tests 
 These tests attempt to examine the implication of gaps in the design of internal controls. More specifically, to quantify the compliance tests.

Example:

1. Consider the earlier example that compliance tests revealed that there are no clear procedures for ensuring that users stay within budget limits.

2. This means there is no suitable control, and there is a risk of overspending.

3. To substantiate this contention, the Internal Auditor may select a sample of spending and examine the extent of any overspending.
6.3 Audit techniques should be applied depending on the type of audit assignment and in a combination. The techniques include:

6.3.1 Interviews: 
Face to face discussions with identified respondents.
6.3.2 Analytical Reviews:
Consideration of different sets of data or data over different time frame e.g checking for usual trends

6.3.3 Surveys:
Asking people for their views in a structured and formal manner
6.3.4 External confirmation:
Seeking independent confirmation from external sources e.g. from vendors so as to avoid internal distorted information.
6.3.5 Examination: 
Scrutinizing, checking, inquiring and establishing its status
6.3.6 Verification:

Finding out if something exists and establishing its status.

6.3.7 Reconciliation:

Check figure from one account to another and to ensure physical items correspond to amount in record.

6.3.8 Observation: 
For implicit controls e.g.behavior. To see actions in performing control procedures
6.3.9 Inspection:

This is carried out by people who have formal expertise in the matter inspected e.g. use of experts and third party opinion.

6.3.10 Re-performance:

This is done by the internal auditor re-doing the routine and weighing the results.

6.3.11 
Vouching:
This is checking one record against another that should correspond with the first.

6.3.12 Anything else that makes sense: 
This for any creative thinking from the internal auditor
PART SEVEN
7.0 INTERNAL AUDIT REPORT
7.1 Policies and Procedures for Communicating Audit Results in Audit Reports
Internal audit reports serve as the internal audit professionals opportunity to get Management's undivided attention. The Auditors should regard reporting as an opportunity or perfect occasion to show Management how internal audit professionals can help.

7.1.1 Summary Reports 

7.1.1.1 Audit reports can supply objective information about the NEMC that is usually not available elsewhere. Management should know about significant findings issued by the internal audit section. They need to know which matters unearthed by the Auditors need prompt and/or continued attention. Such information can be provided to busy executives through summary reports of one page or two at most.

7.1.1.2 In preparing summary report the following should be observed:

7.1.1.2.1 Audit summary.

7.1.1.2.2 The Auditors' conclusion.

7.1.1.2.3 Summary statements of significant findings.

7.1.1.2.4 Management response.
7.1.2 The Format of Internal Audit Reports

The following are important attributes of formal written audit report:

7.1.2.1 Summary
A summary of what has been done during the period under review

7.1.2.2 Background information

Background information is provided in a section labeled “introduction” It should be written crispy and clearly, it is usually a stage setter and it can be used to identify the audit as a regular examination or as the response to a special Management request;

7.1.2.2.1 Identify the Directorate/department or units reviewed,

7.1.2.2.2 Comment on findings or recommendations in prior reports, and on their current status;

7.1.2.2.3 Provide explanatory information needed to acquaint the reader with the subject under examination; and

7.1.2.2.4 Set forth the value or volume of transactions processed so as to give the reader an idea of significance of the functions.

7.1.2.3 Audit purpose

The purpose should describe the audit objectives. It should be in sufficient detail to help readers know what to expect from the rest of the report. When the purpose is spelled out with some precision and when the discussion of findings address themselves to each statement in the purpose, then it serves as a road map; making easier for readers to find their way through the report.
7.1.2.4 Audit Scope

The scope statement is sometimes combined with the purpose. The description of scope identifies the breath or limitation of the audit or review. It should point out areas that were not covered, areas that because of the report, readers would expect to be covered.
The scope is particularly important when normal auditing techniques are dispensed with and other techniques are relied up e.g. "The review of receiving activities was confined to those carried out in the central receiving stores section.

Controls over direct deliveries, which bypass central receiving stores section were not reviewed. A separate review of directed deliveries planned.

Auditors should avoid giving detailed account of audit steps taken. For some activities of a sensitive nature, such disclosure may provide some people with a blue print to follow in manipulating transactions for personal gain.

7.1.2.5 Audit Finding(s)
The four attributes of a finding are: criteria, condition, cause and effect. By employing these four attributes when reporting unsatisfactory findings, Auditors can accomplish three (3) important audit objectives, create awareness of a problem, achieve acceptance of the reported condition and impel action to correct the condition. Thus, a comment worksheet can be useful to the Auditor to make sure none of the attributes are overlooked when reporting the finding.
7.1.2.5.1 Criteria: Applicable laws, regulations, standards, policies, circulars, procedures practices. What the operation is supposed to accomplish (e.g. Regulation 162 of the Public Finance Regulations, 2001 requires that bank reconciliation be done at least monthly).

7.1.2.5.2 Condition: Problem or opportunities plus evidence. What the operation is actually accomplishing (e.g. from the sample of 100 batches, 75 batches (75%) were found having the most recent bank reconciliations were of three months ago).
7.1.2.5.3 Cause: Explanation of why the deviations from the criteria occurred. Cause should be deduced from the proximate, intermediate up to the root causes. E.g. From the example above, causes were established as follows:

7.1.2.5.3.1 Management has not assigned responsibility for performing reconciliations;

7.1.2.5.3.2 Management has not been monitoring reconciliations.

7.1.2.5.4 Effect/Risk: Cost, exposure, risk or timeliness issues that are the actual or potential effects of what was observed. This can be shown either quantitatively or qualitatively. They can also be further analyzed at both functional (systemic) and organizational levels. For example In our above example, the effects or risks could be:

7.1.2.5.4.1 Lack of accurate information for the organization on which to base decision;

7.1.2.5.4.2 Financial statements of the organization may be distorted;

7.1.2.5.4.3 Possible frauds may not be spotted on time.

7.1.2.6 Audit Conclusions
The conclusion (opinion) is the Auditor's professional judgment of the activities reviewed. It is not easy to arrive at a good conclusion, to embody in one sentence the Auditor has determined about significant operations. But the one sentence rule can help identify the conclusion with which to start writing.
7.1.2.7 Audit Recommendations

Audit Reports will include recommendations for potential improvements and all audit recommendations should be discussed during the audit with the Auditee. This will enable the Auditee to explain the side effect of the recommendations' The Auditee has a broader understanding of the operation or activities that are beyond the Auditors' knowledge and thus can project results to the proposed measures. When the recommended action is agreed upon, it helps foster Auditor-Auditee relations to make the idea of the proposed action the idea of the Auditee.

Auditors must consider the cost of improving a condition when they make recommendations. At the same time, some controls must be installed and enforced without regard to cost e.g. safety or NEMC image. 

In general, a recommendation for corrective action must relate directly to specific finding. In addition, internal audit professionals may find, during their audits, certain methods that can be improved but do not stem from improper condition. For reporting purpose, the two categories are separately summarized in the audit report under "Findings Requiring corrective Action and suggestions for improvement”.
7.2 Discussing Internal Audit Reports with appropriate levels of Management before issuing Final Written Reports
No findings, conclusions and recommendations should ever be incorporated in an audit report that was not previously discussed with the Auditees.

During discussions of the final report, disagreements between the Auditor and Auditee may arise. In such circumstances, the Auditee will be given space in the audit report to present their views and reasons for them. The Auditees written comments may be included as an appendix to the audit report; such disagreements may call for executive intervention and decision. Higher Management levels should have both views to make an informed decision.

As much as possible, the Auditee and the Auditor should avoid using the audit report as a forum for debate. Firm positions should be stated and presented to higher Management for decision.

PART EIGHT
8.0 AUDIT WORKING PAPERS
8.1 Meaning of Audit Working Papers

Audit Working papers are made up of records and memoranda an Auditor gathers and develops during the course of audit. Audit Working Papers represent additional evidence in support of work done by the Auditor.
In general, Audit Working papers are required to record all the information obtained in the conduct of audit work and the conclusions there from. On the face of the audit working papers, the following components are expected to be fulfilled:

8.1.1 The audit objective.
8.1.2 The name of audited directorate or department.
8.1.3 The period to which the assignment covers.
8.1.4 The name or initials of staff carrying out the assignment.
8.1.5 The date when the working paper was prepared.
8.1.6 Details of the assignment under review.
8.1.7 Tick marks and other symbols.
8.1.8 coverage of the work done against the total population;

8.1.9 The name or initials of senior audit staff reviewing the work done by the junior, for quality review purposes.
8.1.10 Observation and conclusions reached.
8.2 Ownership of and Control over Working papers
Working papers are the Auditors' property and should be kept, under their control. If there is any risk of loss the papers should be kept in a locked file cabinet or a locked desk during lunch hours and overnight. The papers should not be made available to people who have no authority to have or use them, Access to audit working papers and reports may be allowed to external Auditors and to people within NEMC other than the Auditees, but this must be with the approval of the head of internal audit section.

The Auditors should adopt appropriate procedures for maintaining the confidentiality and safe custody of the working papers and for retaining them for a period of not less than seven (7) years.

PART NINE
9.0 AUDIT PROCEDURES

9.1 Property Plant and Equipment

These are tangible resources acquired by NEMC to be used in support of its activities. These are long term in nature with their useful economic lives extending beyond one accounting year. They include Land & Buildings, Plant and machinery, motor vehicles, office equipment, furniture and fittings and books, which according to the International Financial Reporting Standards are collectively termed as Property, Plant and Equipment (PPE).

When auditing for fixed assets the internal auditor when preparing audit program is expected to have one or more of the following objectives in mind:

9.1.1 Completeness and accuracy of non-current assets records 

The internal auditor must ensure the following:

9.1.1.1 Approval was granted by an authority empowered to grant such approval for purchase of non-current assets. 

9.1.1.2 Procurement procedures as required by Public Procurement Act No. 1 of 2004 were complied with in the process of purchasing fixed assets. 

9.1.1.3 The amount approved is the same as amount paid as shown in payment vouchers and cheque. 

9.1.1.4 The supplier of the fixed assets acknowledges receipt of cheque or cash by issuing an official receipt with equivalent amount. 

9.1.1.5 There are no computational errors in suppliers Tax Invoice. The Auditor must check both vertical and horizontal computations in the tax invoice. 

9.1.1.6 Supplier issued delivery note for the assets purchased. 

9.1.1.7 NEMC Supplies Officer received goods and issued Goods Received Note (GRN) and that no discrepancy between GRN and Supplier’s Delivery Note. 

9.1.1.8 The auditor must verify the existence and location of such assets. 

9.1.1.9 The amount paid for purchase of fixed assets has been posted in the correct category of control account in the general ledger and the same being posted in the respective subsidiary ledger accounts and that the two accounts tally with each other. 

9.1.1.10 That all costs that are directly associated with the acquisition of fixed assets are accounted as part of non-current assets costs. This includes Value Added Tax (VAT). 

9.1.1.11 The asset has been correctly categorized in the respective group of asset and ensures that the correct rate of depreciation is being charged. 

9.1.1.12 That the fixed assets register is being maintained and updated every time assets are purchased. 

Among other information the fixed assets register have the following information in respect of each asset:

9.1.1.12.1 Asset identification code 

9.1.1.12.2 Location 

9.1.1.12.3 Cost price/purchase price

9.1.1.12.4 Expected economic life/Annual depreciation rate 

9.1.1.12.5 Depreciation method 

9.1.1.12.6 Accumulated depreciation 

9.1.1.12.7 Net Book Value 

9.1.1.12.8 Details of disposal: date, authority, amount realized, profit or loss on disposal. 

9.1.2 Compliance with writing off or disposal of fixed assets procedures 
The Auditor must ensure the following:-

9.1.2.1 The approval for writing of or disposal of fixed assets has been sought form the relevant authority (the Board of Survey in case of NEMC)

9.1.2.2 That the reasons for disposal/writing off are clearly known. 

9.1.2.3 That the asset concerned existed up to the date of disposal or writing off and was recorded in the books of accounts. 

9.1.2.4 Asset disposal account has been opened and all transactions relating to that particular asset were correctly effected. This includes moving the cost, accumulated depreciation and any other adjustment relating that asset to disposal account. 

9.1.2.5 Check the authenticity of any adjustment made to the account to establish a realistic book balance. 

9.1.2.6 Corresponding amount of capital grant has been reverse to asset disposal account. 

9.1.2.7 Proper documentation was completed with regard to delivery of the asset. 

9.1.3 Existence 

Whenever a verification of existence of fixed assets is carried out, a physical inspection of the relevant fixed assets should be carried out. The internal auditors should ascertain that year end physical count has been carried out. 

9.1.4 Valuation 

The internal auditors should check that fixed assets are either stated at cost or valuation from professional valuers’ reports. They should also check whether fixed assets are being depreciated in accordance with the NEMC policy. 

9.1.5 Presentation and Disclosure  

Verification should be made to ascertain whether presentation and disclosure of the assets is in accordance with accepted accounting practices and the NEMC compliance with IFRS and IPSAs
9.2 Cash and Bank Transactions

9.2.1 Cash and Cheque Collections 

Whenever internal audit professionals verify cash collections, they should check and ensure that all cash and cheque collections are accounted for in accordance with the Financial Regulations. 

9.2.2 Banking of Cash and Cheque collections 

The NEMC Financial regulations document the procedures for banking cash and Cheque collections. Therefore, during the internal audit process of verifying banking of cash and cheques collections, the auditors should check that the procedures are observed. 

9.2.3 Cheque / Bank payments 

In examining controls over cash /bank payments, the main task of the internal auditors is to ascertain that the procedures stipulated in the financial regulations are strictly being followed. The procedures deal with inter alia, with operation of bank accounts, cheque signatories, approval of payments vouchers and maintenance of cheque signatories register. 

9.2.4 Cash count 

The internal audit professionals will carry out surprise cash counts i.e. petty cash collections regularly and reconcile the count to records. 

9.2.5 Bank Reconciliations
Review bank reconciliations with appropriate bank statements and follow up on long outstanding items
9.3 Payroll
9.3.1 Establish exact number of employees by comparing NEMC and Treasury and/or NEMC Finance and Human Resources (HR) data.

9.3.2 Identify employees who are paid double salaries and establish the total amount the government has paid.
9.3.3 Verify that new hires were recruited following procedures laid down in the Human Resources procedures manual

9.3.4 Verify the accuracy of staff information by comparing data maintained by HR and Finance.
9.3.5 identify names in the treasury payroll who are not employees of NEMC

9.3.6 Identify names of bonafide employees of NEMC whose names are removed from the treasury register payroll without the knowledge of the Council.

9.3.7 Identify employees whose salaries are paid outside the Government payroll.

9.3.8 Establish whether the entity receives adequate funds from treasury to meet the monthly salary payments. Ascertain the deficit, if any.

9.3.9 Identify employees who are underpaid by being paid in lower salary scales than the actual scales they belong.

9.3.10 Check if statutory deductions are submitted completely and on time.

9.3.11 Verify that approval of changes in each individual employee salary or pay is according to the financial regulations set out procedures for effecting changes in each individual employee pay. 

9.3.12 Verifying procedures for preparation of payroll, payment of net salaries and deductions involve ascertaining that the procedures set out in the financial regulations are strictly being followed by payroll officials. 

9.3.13 Verify that staff payments including staff advances, safari or special imprest are accounted for in accordance to the financial regulations procedures for application, approval, retirement, recovery and condition for retirement. 
9.4 Purchases, stores, expenses and payables
9.4.1 Purchasing procedures 
In their regular examination of purchasing procedures, the internal audit professionals should ascertain as follows:

9.4.1.1 Procurement of goods, works or  services is in accordance with the public procurement Act, 2004 or its regulations, and 

9.4.1.2 The purchasing procedures stipulated in the financial regulations are observed by all officials concerned. 

9.4.2 Receipt of Goods and services 

The financial regulations document the procedures for receipt of goods and services. Therefore, during the internal audit process of verifying receipt of goods and services, the auditors will have to satisfy themselves that the procedures stipulated in the regulations are observed by the user departments/ sections and stores section. 
9.4.3 Issue of goods from store 

Whenever internal audit professional are verifying the issue of stock items from the stores, they should ascertain the procedures stated in the regulations are observed by all responsible officials. 

9.4.4 Recording of Purchases and stores Accounting

The relevant documents in this exercise are purchase orders, Goods Received Note (GRN), suppliers’ invoice, and returns to suppliers. 

Other relevant documents for stores are GRN, SR and IV’s, Bin cards and Stores Ledger. Audit testing by internal auditors will involve verifying whether purchases and stores items are accurately recorded in the NEMC books of accounts. 

9.4.5 Stocktaking and stores valuation 
Stocktaking at NEMC only occurs once in a year, i.e. at year end; however, it is essentially a part of the internal control system. 

The internal auditor cannot be expected to take stock or carry out valuation of inventory. He/she has to see that stocktaking procedures and valuation methods as followed by the NEMC are correct and, therefore, there is no risk of any mistake. Accordingly, he/she will have to verify that the stocktaking exercise and the valuation procedures are being observed without fail by the responsible officials. 

9.4.6 Damaged, obsolete stocks and write off 
Procedures for dealing with damaged, obsolete stock items and their write off are stipulated in the financial regulations. Therefore whenever there arises the issue of dealing with damaged, obsolete and write off, the internal auditors should ascertain that the procedures are followed. 

9.4.7 Ownership 
Auditors should, therefore, verify that all ownership documents are in the name of the NEMC. 

9.4.8 Accounts payables balances

Agree account payable balances to appropriate supporting documents e.g. invoices, purchases orders and contracts
9.4.9 Expenses
Test expenses for appropriate authorization and verify expenses by agreeing expenses items to appropriate supporting documents.
9.5 Income/revenue and accounts receivables
9.5.1 Income or revenue 
The main sources of NEMC revenues are Government subvention, internally generated incomes and foreign donors. 

The Financial regulations set out the procedures for accounting for Government income. Since the continued existence of NEMC depends on it earning adequate incomes, the internal auditors will have to verify and ensure that the procedure stipulated in the referred document are strictly observed by all responsible officials and ensuring that none of the anticipated income is left unrecorded. 

9.5.2 Recording of income or revenue 

During the internal audit process, the internal auditors will have to ascertain that all incomes are recorded accurately in the books of accounts of the NEMC. Auditors shall obtain detailed revenues account and agree to General Ledger.

9.5.3 Accounts Receivable 
NEMC does allow credit to some of its customers. Therefore, the internal auditor’s main task during their regular verification of debtors will be to check that the procedures for debtors are observed by responsible officials and follow up on the outstanding dues is made without fail. 

9.5.4 Presentation of Accounts Receivables 
Internal Auditors should verify to see that presentation of Accounts Receivable in the financial statements are in accordance with the International Financial Reporting Standards (IFRS) and proper authority was obtained for provision for irrecoverable receivables.

9.6 Computer Audit
Within the context of operational (system) audit, computer audit can be defined as a systematic review of IT in relation to its function with a view to assisting performance, identifying opportunities for improved and developing recommendations for improvements or further action. 

9.6.1 Control Environment
9.6.1.1 Acquisition of (hardware/software) 

9.6.1.1.1 Audit objectives 
9.6.1.1.1.1 Acquisition of hardware/software must first obtain approval from the relevant authority 

9.6.1.1.1.2 The contract for acquisition of hardware/software must take into consideration the following aspects;

9.6.1.1.1.2.1 Performance guarantees/warranty 

9.6.1.1.1.2.2 Service/maintenance contract 

9.6.1.1.1.2.3 User manual 

9.6.1.1.1.2.4 Training 

9.6.1.1.1.2.5 Program file/source code 

9.6.1.1.1.2.6 Hardware/software compatibility 

9.6.1.1.1.3 The hardware/software acquired should meet NEMC’s requirements. 

9.6.1.1.1.4 The hardware/software should provide room for upgrading 

9.6.1.1.1.5 All manuals for the system must be comprehensive and suitable for the purpose of the NEMC business.

9.6.1.1.1.6 The hardware/software should possess the desired controls 

9.6.1.1.1.7 The NEMC policy for acquisition of hardware/software must be consistently applied throughout the organization, so as to ensure compatibility and reduce training overheads.

9.6.1.2 General Installation controls 

9.6.1.2.1 Audit objectives 

In planning the audit of the general installation controls it is first necessary for auditors to have a clear idea of the key risk areas on which he/she should concentrate. These are generally considered to be those risks that are likely to affect the integrity of data or programs, impact processing continuity, affect the ability of management to keep control and permit fraud, error or abuse 

9.6.1.3 Administrative controls:

9.6.1.3.1 Audit objectives 

The objective is to ensure that IT activities are managed and administered economically, efficiently and effectively. 

The objective here is to assess the quality of management exerted over the IT department. This will allow the auditor to determine what reliance he/she can place on the work performed by the staff. 

9.6.1.3.1.1 Corporate IT strategic plans and objectives must be thoroughly examined in order to determine whether they are compatible with corporate business objectives, and if they are satisfactory and achievable.
9.6.1.3.1.2 All IT short term plans and objectives must be examined in order to establish whether low level objectives have been defined. 

9.6.1.3.1.3 There must be official responsible for preparing and maintaining IT Standard 

9.6.1.3.1.4 The IT standard manual must be sufficiently comprehensive, suitable for the purpose, properly indexed and up to date. 

9.6.1.3.1.5 Management must enforce all defined standards 

9.6.1.3.1.6 There must be an ongoing program of training to all IT staff 

9.6.1.3.1.7 The NEMC’s computer security policy must be issued by top management, distributed to all staff and issued to all new employees 

9.6.1.4 System access controls 

9.6.1.4.1 Audit Objective 
To ensure that all access to and modification of computer files is appropriate to person’s needs, authorized records, recorded and checked. 
9.6.1.4.1.1 There must be satisfactory steps taken by management to ensure that staff have a continuing awareness of a need to maintain high levels of security over computer system. 

9.6.1.4.1.2 Where applicable various software products which provide access control facilities for each machine, must be established, 

9.6.1.4.1.3 There must be in place, manuals which express the access controls facilities
9.6.1.5 System change management 

9.6.1.5.1 Audit objective 

To ensure that all modifications to the computer files are authorized, recorded and checked. 

9.6.1.5.1.1 There must be standards and instructions dealing with who has the responsibility for the computer data and programs, who is allowed to update files, and under what circumstances, and IT staff that possesses the data on users’ behalf. 

9.6.1.5.1.2 There must be a procedure for controlling access to the more powerful or sensitive utility 

9.6.1.6 Computer Environment 
Controls in computerized system are different from those applied in manual system.  Three types of controls exist in a computerized system as follows: 

9.6.1.6.1 Applications Controls (logical controls)

9.6.1.6.2 General controls 

9.6.1.6.3 Controls by supervision and segregation (physical controls) 

9.6.1.7 Application control 

These types of controls provide controls over input, processing controls, computer file and output. The objective of application controls is to ensure that computer systems function efficiently, effectively and in particular that data is processed. Thus to ensure that the process is complete, accurate and secure

9.6.1.7.1 Input controls 

9.6.1.7.1.1 The input must be properly authorized, 

9.6.1.7.1.2 All authorized transactions must be correctly entered as to account, amount and period, 

9.6.1.7.1.3 There must be pre-determined field properties s for checking all keyed data 

9.6.1.7.1.4 The input data should only be entered by authorized personnel by using passwords and terminal menus, 

9.6.1.7.1.5 There should be a procedure for interrogation and follow up of validation errors, 

9.6.1.7.1.6 All personnel involved in data input should have their responsibilities explicitly defined 

9.6.1.7.1.7 The system should allow the use of control totals, real or has with reconciliation with input pre lists. 

9.6.1.7.1.8 Terminal users must maintain a log of transactions input, 

9.6.1.7.1.9 All input data should be sequentially numbered, 

9.6.1.7.1.10 All cancelled input documents must be stamped, and perforated, 

9.6.1.7.1.11 Amendments of computer data is strictly prohibited 

9.6.1.7.1.12 Data entry operators are strictly prohibited to amend any input data. 

9.6.1.8 Processing control 

9.6.1.8.1 Audit objective 

To provide assurance that the accounting information computed or generated by applications is accurate. 

The processing controls include among other things: 

9.6.1.8.1.1 Access controls, 

9.6.1.8.1.2 Logging and reporting, 

9.6.1.8.1.3 Transactions processing environment controls, 

9.6.1.8.1.4 Data validation and 

9.6.1.8.1.5 Checking digit verification 
9.6.1.9 File Controls 
9.6.1.9.1 Objective 

To ensure that information /data in the master file is not tempered with and it remains authorized, accurate and complete 

9.6.1.10 File records controls 

For all computer files, control records should be maintained, containing total of the key quantitative data files, e.g. cash values numerical totals or the sun of bit patterns of characters. 

9.6.1.11 Run to run controls 

Run to run controls should be observed or exercised in order to maintain data integrity. 

9.6.1.12 File integrity controls 

File integrity controls must be maintained in order to ensure that:

9.6.1.12.1 The likelihood of master file data being corrupted is minimized, 

9.6.1.12.2 Any loss of corruption is immediately identified,

9.6.1.12.3 The file integrity controls includes:

9.6.1.12.4 Manual control accounts 

9.6.1.12.5 File balancing 
9.6.1.12.6 Control amendments to standing data. 

9.6.1.13 Output controls 

9.6.1.13.1 Objective 

Is to ensure that information sent to users is completely and accurately processed 

9.6.1.13.1.1 All reports must be produced in accordance with user’s requirements, hence excess copies are strictly prohibited, 

9.6.1.13.1.2 Confidential output should only be accessed or examined by authorized persons, 

9.6.1.13.1.3 Computer users should sign off immediately when the computer is not in use, 

9.6.1.13.1.4 All reports must be routed to intended officials only.

9.6.1.13.1.5 There must be sufficient output control totals build into the system so as to allow users to undertake reconciliation between input and output, 

9.6.1.13.1.6 For system using batch controls the pre inputs should be positively agreed to output reports at both, the inputs and update stages, 

9.6.1.13.1.7 Accounting for all expected output, 

9.6.1.13.1.8 To ensure that users check for completeness and sign for all output received, 

9.6.1.13.1.9 Physical security must be maintained over all confidential reports

9.6.1.13.1.10 Back up procedures should be in place for all outputs. 

9.6.1.14 General controls 

The ICT department is expected to institute general controls in respect of segregation of duties and accessibility to the system. 

9.6.1.14.1 Objective:

9.6.1.14.1.1 To restrict unauthorized access to the computer system, 

9.6.1.14.1.2 To ensure that there is proper segregation of duties. 

9.6.1.14.2 System Physical Access Controls 

9.6.1.14.2.1 Entry to the computer room should be restricted to authorized officials.

9.6.1.14.2.2 Entrance/Exit doors to computer room should be sealed and controlled, 

9.6.1.14.2.3 Movement of computer equipment must be properly authorized and recorded in the register, 

9.6.1.14.2.4 All records/information must be retrieved, stored and deleted from the computer equipment sent for repair or maintenance outside the NEMC’s premises. 

9.6.1.14.3 System Logical access 

9.6.1.14.3.1 There should be logging in and out procedures in accessing computerized information, 

9.6.1.14.3.2 Computer passwords must be changed from time to time, 

9.6.1.14.3.3 Difference access levels should be assigned to computer users according to their activities and responsibility levels, 

9.6.1.14.3.4 Employees whose terms of service has been terminated their access to the computer system should be deleted immediately
9.6.1.14.3.5 Employees who have been transferred to other departments their access status should be amended accordingly, 

9.6.1.14.3.6 The facility should provide maximum and minimum time limit for the log on procedures, if exceeded the system should terminate the login,  

9.6.1.14.3.7 There should be a set limited to the number of login attempt before action is taken by the system. 
9.6.1.15 Controls by supervision and segregation
9.6.1.15.1 Segregation of Duties 

9.6.1.15.1.1 Various functions within the computer system related to an individual should be expressly defined,

9.6.1.15.1.2 The authorization level within each function area should be well defined and documented, 

9.6.1.15.1.3 There should be segregation of duties in such a way that operators, programmers, system analysis duties are done by different personnel.
Computer System Security
Computer system security entails all procedures laid down by the ICT department and the management so as to ensure that computer resources and associated peripherals are protected and that there is a continuity of ICT operations and information integrity. As a matter of emphasis the management should adopt an operational approach to computer system security. 

9.7 Procurement Audit
Internal auditor shall review procurement procedures using the following procedures:

9.7.1 Planning the procurement

9.7.1.1 Verify whether the Council has established and composed Tender Board
9.7.1.2 verify the Council has established and composed Procurement Management Unit(PMU)
9.7.1.3 verify the requirements from users been received during planning check if funds were available/Firm commitments to meet the procurement needs

9.7.1.4 verify that the requirements has been incorporated in the Procurement Plan

9.7.1.5 check that  the tender number been allocated prior to advertising

9.7.1.6 verify that  the general procurement notice been issued

9.7.1.7 check that the Annual Procurement Plan was approved by the management
9.7.1.8 verify that  the Annual Procurement Plan was submitted to Public Procurement Regulatory
9.7.1.9 If it is an emergency procurement, check that has it been reported to Pay Master General
9.7.1.10 Verify that the procurement methods been defined

9.7.1.11 If is an International or National competitive tender, verify that  requirements to apply margin of preference in favour of local firms observed
9.7.1.12 Verify that consideration been given to whether any specific procurement policies apply such as Environmental issues as stipulated in Regulation 12 of the Public Procurement of Goods and Works

9.7.2 Preparing the Documentation

9.7.2.1 verify the specification/Bill Of Quantity/Drawings/Terms Of Reference been defined 
9.7.2.2 check that pre-qualification Documents, tender documents and tender notice been approved by the Tender Board
9.7.2.3 verify that competitive tendering procedures been followed

9.7.2.4 If Non-competitive  procurement has been used, prove the reason has been documented and submitted to PPRA

9.7.2.5 Verify that prepared tender documents based on standards prepared by the PPRA

9.7.2.6 If standards prepared by PPRA are not used; check that standards used accepted/approved by PPRA

9.7.2.7 Check that the tender document provide all the information necessary to enable potential tenderers to prepare appropriate submissions

9.7.2.8 Verify tender evaluation criteria set forth in the tender Documents

9.7.2.9 verify an evaluation matrix been prepared using appropriately weighted evaluation criteria determined in the Request for Proposal(RFP) prior to advertising
9.7.2.10 check whether tender opportunities advertised by the Accounting Officer
9.7.2.11 verify the advertisement placed in the newspapers of national circulation and foreign or international publications or trade journals in the case of international tendering

9.7.2.12 check that copy of the advert has been sent to PPRA

9.7.2.13 verify that enquiries, questions and clarification about the tendering documents passed onto all bidders who bought bidding documents
9.7.3 Tender receipt and opening

9.7.3.1 Verify that tender register were prepared by the PMU

9.7.3.2 Check that tenders were received in a locked tender box/secure place

9.7.3.3 Verify that tenders were opened only after the closing time
9.7.3.4 Verify that tenders were opened in accordance with the procedures specified in the tender documents
9.7.3.5 Verify that tender details were recorded on a Tender Opening Summary Sheet

9.7.3.6 Check  the receipts were issued for tenderers
9.7.3.7 Verify the original tenders and summary sheet kept securely

9.7.4 Evaluation and Assessment 

9.7.4.1 verify the officers evaluating the tenders recommended by PMU and approved by the Accounting Officer

9.7.4.2 For goods, works and non-consultancy services, check the evaluations performed by a panel of three or more people

9.7.4.3 For consultancy services, check the evaluations were performed by a panel of five or more people
9.7.4.4 Verify  the tenders were evaluated in  accordance with the criteria set in tender document
9.7.4.5 Verify the tender evaluations were based on tender evaluation guideline issued by PPRA
9.7.4.6 Check that  all tasks, calculations and deliberations during evaluation were documented
9.7.4.7 Verify the evaluation report was submitted to PMU for review?

9.7.4.8 Verify the evaluation report reviewed by the PMU?

9.7.4.9 check the PMU prepared the tender  evaluation report for submission of the Tender Board
9.7.4.10 verify the evaluation report were approved by the Tender Board

9.7.5 Negotiations/Pre-contract signing meeting
9.7.5.1 verify the Negotiation Committee was recommended by PMU and approved by Tender Board

9.7.5.2 verify that negotiation plan was prepared by the negotiation committee

9.7.5.3 Check that negotiation plan was approved by the tender Board

9.7.5.4 verify the results clearly were agreed upon by both parties to the negotiations

9.7.5.5 verify the negotiations were adequately recorded and signed by both parties

9.7.5.6 check the negotiations results has been approved by the Tender Board

9.7.5.7 verify that unsuccessful tenderers were notified accordingly
9.7.6 Monitoring and Contract

9.7.6.1 verify the lawyer review the contract documents and were approved by the Tender Board

9.7.6.2 verify the contract has been signed by Accounting officer

9.7.6.3 verify the contract were properly witnessed

9.7.6.4 verify the contract register has been entered into the contract register

9.7.6.5 check  the copy of the letter of award and contract sent to:

9.7.6.5.1 PPRA

9.7.6.5.2 Attorney General

9.7.6.5.3 Controller and Auditor General

9.7.6.5.4 Office of the stock verification Unit

9.7.6.5.5 The Technical Audit Unit?

9.7.6.6 Verify the  procedures has been in place to monitor implementation of the contract

9.7.6.7 verify the necessary security insurance policies, certificates, etc. has been obtained from the contractor

9.7.6.8 verify the process, data used and conclusions of contract performance has been fully documented

9.7.6.9 check that  the Council issued completion certificates

9.7.6.10 verify that  there any variations in the contract

9.7.6.11 If there were variations in the contract, prove that they were approved by the Tender Board
PART TEN
10.0 FRAUD AND INVESTIGATIONS

10.1 Introduction
10.1.1 Definition 

A fraud is the action or an instance of deceiving in order to make money or obtain goods and services illegally. 

Fraud can remain undiscovered for years and is committed by people in all walks of life such as hawkers, employees and international crime syndicates. These are all potential white collar criminals 

Forgery may be defined as making false documents with intention to defraud or to deceive. 

10.2 Responsibility for the Prevention of Fraud
The primary responsibility for the prevention and detection of improprieties rests with management. In addition to their business responsibilities, management has also the fiduciary responsibility of safeguarding the assets of the entity. This can be done by instituting a strong internal control system. 

10.2.1  Auditors’ responsibility 

The auditor should, where appropriate, remind management of their responsibilities to maintain a proper system of internal control one purpose of which is to prevent or detect improprieties. Accordingly, at the assignment planning stage the auditor should plan his work with the expectation of discovering that. 

10.3 Fraud Defense Plan

10.3.1 A Fraud defense plan include both broad statement of general policy established by the organization and specific steps to be taken in the event of a major fraud, such as:
10.3.1.1 Corporate policy on fraud and theft by employees and others.
10.3.1.2 Procedures of securing assets and accounting/operational records.
10.3.1.3 The responsibilities and duties of the personnel department.
10.3.1.4 Contract with the police, insurers, regulatory authorities and press.
10.3.2 Possible problems that can arise from fraud defense plan:
10.3.2.1 Inadequate communication so that action is delayed or inappropriate, 

10.3.2.2 Lack of leadership and control so that investigators ad advisors are not properly directed and waste time and money, 

10.3.2.3 Failure to react fast so that further losses are incurred. 

The plan must identify those responsible for dealing with major fraud and their authority to do so. Each case of fraud will need to be considered individually. Recovery of losses and punishment of fraudsters are not always compatible. Employees need a realist means of reporting suspicious to a responsible senior person, without any fear that the information will be abused in approaching fraud audits, an analysis of exposure to fraud should be performed such as what assets are needed? How could they be stolen? How much is stolen? Who are involved/suspected?
10.4 Vulnerability
Vulnerability reviews involve perceptions of the controls installed (or not installed) by an organization, plus “thinking like a crook” to imagine ways and means of stealing. When controls are absent, the ways and means may be obvious. 

10.4.1 Areas of vulnerability:

10.4.1.1 Cash movement, 

10.4.1.2 Assets movements 

10.4.1.3 Purchasing functions 

10.4.1.4 Local/foreign transactions,

10.4.2 For the assessment of vulnerabilities, it is essential to have detailed information about the organization. Vulnerabilities to assess during the risk audit include. 

10.4.2.1 Identification of assets at risk 

10.4.2.2 Identification of potential thieves 

10.4.2.3 Possible methods of frauds 

10.4.2.4 Effectiveness of controls 

10.4.2.5 Effectiveness of controls 

10.4.2.6 Possible concealment causes, and 

10.4.2.7 The possibilities for conversion. 

10.5 Fraud Prevention
Prevention is the cost effective solution, although not a complete solution, as such we need raise the issue of fraud to conscious level and establish specially targeted awareness interventions. This will not only assist prevention but also facilitate detection where a fraud exists. 

10.5.1 Adequate internal control system
10.5.1.1 Ultimate protection:

An adequate system control is the ultimate protection against fraud. The fundamental purpose of control is to assure the continuity of the business while preventing fraud and detecting losses due to dishonesty. 

10.5.1.2 Optimal combination:

The best way of deciding on the optimal combination of preventive and detective controls is to analyze the transactions cycle in terms of the risk at each control point. The probability of loss needs to be taken into account in establishing effectiveness. Established controls must ensure that business objectives are achieved and normally be the most cost effective but there may be situations in which the control is justified purely for prudence sake. 
10.5.1.3 Management involvement 

Management must show that they are in command of the organization and its operations. Thus management must establish effective internal controls and will enhance the organization’s culture. It needs to be aware of high risk areas and take the necessary steps to bring these risks to an acceptable level. 

Management should further be aware of fraud indicators and must not hesitate to have any suspicions investigated to their fullest extent. An effective fraud response plan is of the utmost importance as well as an effective internal audit department as this is an excellent catalyst for control improvement if it is managed in the appropriate way. It is important that internal audit should be seen as improvement oriented rather than punitive, where as a separate investigation team should perform the investigations. 

10.5.1.4 Obligation on employees:

There should be a clear onus on employees to report any suspicious or fraudulent act to an independent central source. This can be facilitated through a well communicated hotline that can be situated in either the internal audit or investigation department. 

A complete fraud report of all cases reported as well as the results of the investigations and any steps taken to prevent re-occurrence should be produced for escalation to execute management and the audit committee. 

10.6 Investigation of Fraud
The term investigation is used to describe the stage between the detection of fraud symptoms and their resolution, either by criminal resolution or some other course. 

There must, however, be a clear mandate to the investigation team as to how far their responsibilities go. It is likely that these individuals are not adequately experienced or staffed to undertake an investigation of a sophisticated or high value nature. It is therefore important that clear guidelines are established which will require that frauds of a certain value and sophistication must be referred to expert investigators, with a necessary legal and accounting background, who not only have the skills to investigate these frauds, but also have the ability to assist the NEMC in pursuing their commercial objectives. 

10.6.1 Objectives of investigation
The ideal resolution of the fraud detection may be:

10.6.1.1 Criminal prosecution of the people/companies responsible.
10.6.1.2 Civil recovery of the amount lost or defrauded.
10.6.1.3 Dismissal of employees involved.
10.6.1.4 Preventive action to stop fraud and to introduce defective measures. 
10.6.2 Basic rules of fraud investigation:
10.6.2.1 Action list of investigation fraud 

10.6.2.1.1 Secure assets at risk. Either directly or by notifying, for example the NEMC and other parties holding assets, by withdrawing signing authorities and by removing suspects from position of authority. 
10.6.2.1.2 Counter the immediate threat by suspension and removal of suspects from the premises and by changing passwords and similar controls. If necessary start personnel procedures to end the employment of fraudsters

10.6.2.1.3 Secure accounting and other records; including those held on computer and take backups of al computer data

10.6.2.1.4 Secure the contents of suspect’s office and computer files

10.6.2.1.5 Start action to trace and secure assets
10.6.2.1.6 Start investigation of fraud and those involved 
10.6.2.1.7 Assess the business implication and take steps to minimize frauds/ errors 
10.6.2.1.8 Identify and correct flows in accounting and other systems, 
10.6.2.1.9 Assess the accounting implications, including the size of the loss and the necessary accounting adjustments. Inform insurers and start a claim if losses are covered. 

10.6.2.2 Know the law of fraud 

Knowledge of at least the definition and the elements of crime of fraud have the advantage that the fraud examiner will immediately know whether he is dealing a civil or a criminal matter. 

10.6.2.3 Investigate Systematically 

This rule cannot be over emphasized fraud cases often involve stacks of exhibits and the volume of transactions and facts often overwhelm the investigator, causing him to react erratic and irrational. The correct approach is (and there is just no other known workable alternative) to sit down, and read through whatever evidence and exhibits are available. Once an overall picture has been formed, read again but at this time notes must be taken especially of those aspects pointing to the elements of fraud. A good starting point is to centre in/on the core of the crime usually the misrepresentation. Every step must be planned beforehand. The investigation must proceed systematically with a specific purpose in mind with every step. 

10.6.2.4 Know the environment of the fraud 

It will be very difficult and sometimes impossible to investigate a fraud if you are no familiar with the environment in which the fraud was committed. It is important to understand the basic internal mechanics of the organizations. 

10.6.2.5 Documents 

The most popular method of committing fraud is by doing it by documents, books and other records, be it genuine or false. The fraudster usually conceals his deed and identify with false documentation. 

For that reason it is of utmost importance that all books, records and documents which could possibly serve as proof of the commission of the fraud, be seized at the earliest opportunity possible. The golden rule is to obtain all documents that may be relevant, wanted documents can always be returned. Documents that are not obtained and secured in the first instance, may be destroyed and with its valuable evidence. 

10.7 Reporting on Fraud and Investigation:
In the course of carrying out audit, if an auditor discovers some elements of frauds, forgeries or theft the following steps should be observed:

10.7.1 Auditors should ensure that they obtain and retain all relevant documents/records and evidence without causing any alarm to the suspects, 

10.7.2 Make thorough analysis and prepare a schedule of facts to connect the suspect with it. 

10.7.3 Ensure that valuable evidence(s) are not overlooked. 

10.7.4 The audit team leader will prepare a special report on the matter to enable the Chief Internal Auditor either to form a special team to investigate through the fraud or rely on the presented report to forward the matter to the Director General for the necessary action. 

10.8 Special Assignments
Normally the Audit Unit receives the information on loss or suspected fraud/theft from the Director General or by a copy of report from operating unit. Director General causes investigations to be carried out by the Chief Internal Auditor on any apparent or suspected fraud which has been reported to him. 

On receipt of Director General’s directive or copy of fraud/theft report from operating unit, the Chief Internal Auditor appoints investigator(s) with specific terms of reference. 

10.8.1 The appointed investigator(s) obtains and retains the original copies of relevant documents/ records including all other evidence, 

10.8.2 He/she interviews and obtains statements from the management of directorate/department/operating unit, the suspects and all other person(s) as he/she may deem fit, 

10.8.3 Carefully examine all documents ensure to cover broadly and prepare a schedule of facts
10.8.4 Prepare investigative audit report to the Chief Internal Auditor with attachment of copies of relevant documents and evidence. Original copies should be retained and kept separately. 

APPENDICES

11.1 Property Plant and Equipment Audit Program
	Name of Directorate/Department……………………………………………

Subject area: Property, Plant and Equipment (Fixed Assets) 

	s/n
	Audit steps 
	Initials 
	Date 
	W/P Ref 
	Remarks 

	1.

2

3

4

5

6

7

8

9

10.

11.

 12.

13.

14.


	Check whether the general ledger is periodically reconciled with the Fixed Assets register 

Verify that fixed assets register is updated without delay for all acquisitions and disposals. 

Check whether the fixed assets are acquired in accordance with procedures stipulated in the financial regulations 

Verify if the NEMC maintains control to prevent fixed assets from being expensed 

Assess whether all purchases of tangible fixed assets were authorized by the Board 

Assess whether purchase orders can only be issued by authorized officials 

Check whether invoices and supporting documents have been approved by authorized officials before payment. 

Assess whether physical count of fixed assets is carried out at the year end and differences are subject to follow up. 

Check whether sale or disposals of tangible fixed assets are made only on the authority of the Board. 

Check whether Assets are adequately insured 

Inspect assets and trace records and select assets from records and inspect to records. 

Vouch disposals to supporting documents and recomputed gain or loss on disposal 

Examine documents of title deeds to see that all assets are in the name of NEMC.
Verify to see that none of the NEMC assets is idle or is used for the purpose not intended for and ensure presentation of assets is in accordance with IFRS compliance.
	
	
	
	


11.2 Cash and Bank Audit Program
	Name of Directorate/Department……………………………………………

Subject area: Cash and Bank  

	s/n
	Audit steps 
	Initials 
	Date 
	W/P Ref 
	Remarks 

	1.

2

3

4

5

6

7

8

9

10

11
12
13
14
15
16
17
18
19
20
21
22
23
24
25

26

27

28
	Cash receipts 

Examine receipts from cash collections, from receipt books and cash book.
Check that cash receipts are numerically complete and cancelled receipts are attached with originals.

Check the procedure in respect of controlling receipt books 

Check the records kept for the receipt of cash, cheques and money transfers.
Check the remittances advices to confirm that correct amounts were recorded. 

Verify that duplicate pay in slips are duly stamped and signed and ensure these have been recorded in the cash book correctly. 

Check if miscellaneous receipts, if any have been recorded in the cash book correctly. 

Bank reconciliation statements 

Obtain all the bank reconciliation statements and carry out the following steps. 

· Check additions on the reconciliation statements and supporting schedules. 

· Agree the cash book balance with the balance as per cash book and the bank balance with bank statement, as appropriate 

· Trace outstanding cheques/debits to subsequent entry in bank statements.  

· Trace outstanding lodgments to bank statements after the period under review and note any long outstanding amounts. 

· Ensure that all bank reconciliation statements have been performed and/or reviewed by appropriate senior accountants who are not involved in daily cash transactions. 

Payment by cheques

Verify invoices and bills payable to ascertain that these have been properly checked and authorized before making payments. 

Ascertain that all invoices and supporting documents approved are cancelled after making payments so that they cannot be used again to make double payments. 

Verify the payments to suppliers with their invoices and statements 

Check all payments in respect of salaries and wages and petty cash with their respective records, e.g. payrolls, petty cash etc. 

Ascertain that cancelled cheques have been attached to their counterfoils. 

Check that all payments are recorded in the cash book. 

Verify posting  to nominal ledger and control account for creditors 

Petty cash transactions 

Check that all petty cash payments have been duly authorized. 

Ensure that receipts are cancelled to avoid duplicate payments against the same receipt. 

Review and ascertain if petty cash float is fixed and maximum limit laid as regards value for one single payment to be made through the fund. 

Ensure that the custodian of the fund is independent. 

Petty cash vouchers are completed in a manner that alteration is difficult ensuring that payments are acknowledged by appropriate recipients. 

Petty cash vouchers are preferably pre-numbered and provide space for entering amount in words and numerals. 

All payments form the petty cash fund are evidenced by supporting documents and approved properly. 

Replenishment of the petty cash float is approved by someone other than the petty cashier, after scrutinizing the paid vouchers. 

All petty cash vouchers are gate stamped PAID on reimbursement to prevent re-use. 

The petty cashier maintains a record of petty cash receipts and payments.

The petty cash book is regularly checked and initiated by a responsible person. 

Ensure that monthly petty cash reconciliations are prepared and approved by a responsible person. 

Check IOU approvals, recording and retirements, as appropriate, by observing the time frame. 
	
	
	
	


11.3 Payroll Audit Program
	Name of Directorate/Department……………………………………………

Subject area: Payroll  

	s/n
	Audit steps 
	Initials 
	Date 
	W/P Ref 
	Remarks 

	1.

2

3

4

5

6

7

8

9


	Verify that payments of salaries and wages are according to agreements and to actual employees only. 

Verify the salaries and wages with the payroll totals 

Check that amount deducted are accounted for and duly paid over to repetitive parties 

Check the existence of employees appearing on the payroll by revisiting the personal records maintained by Human Resource’s office.
Are responsibilities for payroll accounting separated from general ledger function?
Is there restricted access to personnel records?

Are there periodic reviews of payroll register by responsible personnel?

Are there adequate authorization, approval and documentation procedures regarding changes in employment conditions and termination?

Are notices of changes in personnel data reported promptly to the payroll accounting functions?
	
	
	
	


11.4 Revenue and Receivables Audit Program
	Name of Directorate/Department……………………………………………

Subject area: Revenue and Receivables   

	s/n
	Audit steps 
	Initials 
	Date 
	W/P Ref 
	Remarks 

	1.

2

3.

4.

5.

6.

7.

8.

9.

10.


	Obtain/prepare a schedule of the NEMC sources of income. 

· Ascertain that the list is in line with the Council activities. 

· From the list obtained, select sources of income and perform the following:- 

Ascertain that the rates applicable to any source of income are in accordance with the agreed and approved ones, 

Ensure that debit advices notes and invoices are raised immediately and there are no delays.  

Carry out calculations and additions on the debit notes and invoices 

Carry out tests of posting of invoices to general ledgers and subsidiary ledgers.

Verify that all credit notes have been properly authorized by appropriate official 

Carry out tests of debtors in the subsidiary ledger to see that all are included. 

Obtain a list of bad debt and ensure all have been properly authorized. 

Reconcile the totals in the subsidiary ledger with control account balance in the general ledger 

Verify to see that follow ups are being made on overdue debts 

Ensure that presentation of accounts receivable in the financial statements are in accordance with IFRS. 
	
	
	
	


11.5 Purchases and Payables Audit Program

	Name of Directorate/Department……………………………………………

Subject area: Purchases and Payables

	s/n
	Audit steps 
	Initials 
	Date 
	W/P Ref 
	Remarks 

	1

2

3

4

5

6
	Is responsibility for detailed accounting ledger segregated from general ledger records and entries?
Is responsibility for detail and general ledger records segregated from the invoice processing, cash receipt and cash disbursement function?

Are there physical safeguards and custodial procedures over debt instruments and legal documents relating to other payables?

Recording
Documents- are invoices and other relevant documents pre-numbered and controlled?

Reconciliations and reviews- are detailed subsidiary ledgers maintained and reconciled to the control accounts?
Are accounts payables transactions approved by appropriate management level?

	
	
	
	


11.6 Procurement Checklist
Procuring Entity: National Environment Management Council

	S/n
	Item
	Y
	N
	N/A
	Remarks

	Planning the procurement

	1
	Does the entity has established and composed Tender Board?
	
	
	
	

	2
	Does the entity has established and composed Procurement Management Unit?
	
	
	
	

	3
	Do functions of Accounting Officer, Tender Board and PMU appropriate?
	
	
	
	

	4
	Has the requirements from users been received?
	
	
	
	

	5
	Are funds available/Firm commitments to meet the procurement?
	
	
	
	

	6
	Has the requirements been incorporated in the Procurement Plan?
	
	
	
	

	7
	Has the tender number been allocated prior to advertising?
	
	
	
	

	8
	Has the general procurement notice been issued?
	
	
	
	

	9
	Did the Annual Procurement Plan get approval of the management?
	
	
	
	

	10
	Are the Annual Procurement Plan submitted to PPRA?
	
	
	
	

	11
	If it is an emergency procurement, has it been reported to Pay Master General?
	
	
	
	

	12
	Has the procurement methods been defined
	
	
	
	

	13
	If is an International or National competitive tender were requirements to apply margin of preference in favour of local firms observed?
	
	
	
	

	14
	Has consideration been given to whether any specific procurement policies apply such as Environmental issues as stipulated in R 12 of the Public Procurement of Goods and Works
	
	
	
	

	Preparing the Documentation

	15
	Have the specification/BOQ/Drawings/TOR been defined?
	
	
	
	

	16
	Have prequalification Documents, tender documents and tender notice been approved by the Tender Board?
	
	
	
	

	17
	Have competitive tendering procedures been followed?
	
	
	
	

	18
	If Non competitive procurement has been used, have the reason been documented and submitted to PPRA?
	
	
	
	

	19
	Are prepared tender documents based on standards prepared by the PPRA?
	
	
	
	

	20
	If standards prepared by PPRA are not used; are those used accepted/approved by PPRA?
	
	
	
	

	21
	Does the tender document provide all the information necessary to enable potential tenderers to prepare appropriate submissions?
	
	
	
	

	22
	Are tender evaluation criteria set forth in the tender Documents?
	
	
	
	

	23
	Has an evaluation matrix been prepared using appropriately weighted evaluation criteria determined in the Request for Proposal(RFP) prior to advertising
	
	
	
	

	24
	Are tender opportunities advertised by the Accounting Officer?
	
	
	
	

	25
	Is the advertisement placed in the newspapers of national circulation and foreign or international publications or trade journals in the case of international tendering?
	
	
	
	

	26
	Has copy of the advert been sent to PPRA?
	
	
	
	

	27
	Are enquiries, questions and clarification about the tendering documents passed onto all bidders who bought bidding documents?
	
	
	
	

	Tender Receipt and Opening

	28
	Are tender register prepared by the PMU?
	
	
	
	

	29
	Are tenders received in a locked tender box/secure place
	
	
	
	

	30
	Are tenders opened only after the closing time?
	
	
	
	

	31
	Are tenders opened in accordance with the procedures specified in the tender documents?
	
	
	
	

	32
	Are tender details recorded on a Tender Opening Summary Sheet
	
	
	
	

	33
	Where the receipts issued for tenderers?
	
	
	
	

	34
	Are the original tenders and summary sheet kept securely
	
	
	
	

	Evaluation and Assessment

	35
	Are the officers evaluating the tenders recommended by PMU and approved by the Accounting Officer?
	
	
	
	

	36
	For goods, works and non-consultancy services, are the evaluations performed by a panel of three or more people?
	
	
	
	

	37
	For consultancy services, are the evaluations performed by a panel of five or more people?
	
	
	
	

	38
	Are the tenders evaluated in accordance with the criteria set in tender document?
	
	
	
	

	39
	Are tender evaluations based on tender evaluation guideline issued by PPRA?
	
	
	
	

	40
	Are all tasks, calculations, deliberations during evaluation documented?
	
	
	
	

	41
	Was the evaluation report submitted to PMU for review?
	
	
	
	

	42
	Was the evaluation report reviewed by the PMU?
	
	
	
	

	43
	Did the PMU prepare the tender evaluation report for submission of the Tender Board?
	
	
	
	

	44
	Was the evaluation report approved by the Tender Board?
	
	
	
	

	Negotiations/Pre-contract signing meeting

	45
	Was the Negotiation Committee recommended by PMU and approved by Tender Board?
	
	
	
	

	46
	Are negotiation plan prepared by the negotiation committee?
	
	
	
	

	47
	Did negotiation plan get approval of the tender Board?
	
	
	
	

	48
	Were the results clearly agreed upon by both parties to the negotiations?
	
	
	
	

	49
	Were the negotiations adequately recorded and signed by both parties?
	
	
	
	

	50
	Have the negotiations results been approved by the Tender Board?
	
	
	
	

	51
	Are unsuccessful tenderers notified accordingly?
	
	
	
	

	Monitoring and Contract

	52
	Did the lawyer review the contract documents and approved by the Tender Board?
	
	
	
	

	53
	Has the contract been signed by Accounting officer?
	
	
	
	

	54
	Was the contract properly witnessed?
	
	
	
	

	55
	Have the contract register been entered into the contract register?
	
	
	
	

	56
	Has the copy of the letter of award and contract sent to:
	
	
	
	

	
	i: PPRA?
	
	
	
	

	
	ii: Attorney General?
	
	
	
	

	
	iii: Controller and Auditor General?
	
	
	
	

	
	iv: Office of the stock verification Unit?
	
	
	
	

	
	v: The Technical Audit Unit?
	
	
	
	

	57
	Have procedures been in place to monitor implementation of the contract?
	
	
	
	

	58
	Have the necessary security insurance policies, certificates, etc been obtained from the contractor?
	
	
	
	

	59
	Have the process, data used and conclusions of contract performance been fully documented?
	
	
	
	

	60
	Does the entity issue completion certificates?
	
	
	
	

	61
	Where there any variations in the contract?
	
	
	
	

	62
	If there were variations in the contract, were they approved by the Tender Board?
	
	
	
	


11.7 IT Checklist
	S/n
	ITEMS
	YES/NO
	COMMENTS

	DISASTER RECOVERY PLANS

	1
	Is a comprehensive contingency plan developed documented and periodically tested to ensure continuity in data processing services?
	
	

	2
	Does the contingency plan provide for recovery and extended processing of critical applications in the event of catastrophic disaster?
	
	

	3
	Has any Business Impact Analysis carried out by the company?
	
	

	4
	Are all recovery plans approved and tested to ensure their adequacy in the event of disaster?
	
	

	5
	Communicated to all management and personnel concerned
	
	

	6
	Critical processing priorities identified (e.g. Significant accounting applications)
	
	

	7
	Are disaster recovery teams established to support disaster recovery plan?
	
	

	8
	Are responsibilities of individuals within disaster recovery team defined and time allocated for completion of their task?
	
	

	9
	Operations procedures for use of equipment and software back-up
	
	

	10
	Has the company developed and implemented adequate plan maintenance procedures?
	
	

	11
	Are priorities set for the development of critical systems?
	
	

	12
	Does a hardware maintenance contract exist with a reputable supplier?
	
	

	13
	Does the recovery plan ensure, in the event of failure:

•No loss of data received but not processed

•No reprocessing of data already processed

•Files not corrupted by partially completed processing
	
	

	14
	Are recovery plans regularly tested?
	
	

	ACCESS TO DATA FILES

	15
	Is there any formal written data security policy? Consider whether the policy addresses data ownership, confidentiality of information, and use of password.
	
	

	16
	Is the security policy communicated to individuals in the organization?
	
	

	17
	Is physical access to off line data files controlled in:

· Computer room?

· On-site library? 

· Off-site library?
	
	

	18
	Does the company employ a full-time librarian who is independent of the operators and programmers?
	
	

	19
	Are libraries locked during the absence of the librarian?
	
	

	20
	Are requests for on-line access to off line files approved?
	
	

	21
	Are sensitive applications e.g. payroll, maintained on machines in physically restricted areas?
	
	

	22
	Are encryption techniques used to protect against unauthorized disclosure or undetected modification of sensitive data?
	
	

	PASSWORD AND OTHER ONLINE CONTROLS

	23
	Do formal procedures exist for the issue and subsequent control of passwords?
	
	

	24
	Are there satisfactory procedures for reissuing passwords to users who have forgotten theirs?
	
	

	25
	Are procedures in place to ensure the compliance of removal of terminated employee passwords?
	
	

	26
	Are individual job responsibilities considered when granting users access privileges?
	
	

	27
	Is each user allocated a unique password and user account?
	
	

	28
	Are there procedures in place to ensure forced change of password after every 30 days?
	
	

	29
	Is application level security violations logged?
	
	

	30
	Do standards and procedures exist for follow up of security violations?
	
	

	31
	Do terminals automatically log off after a set period of time?     
	
	

	32
	Is there a limit of the number of invalid passwords before the terminal closes down?
	
	

	33
	Are there any administrative regulations limiting physical access to terminals?
	
	

	APPLICATION CONTROLS

	Input

	34
	Are all transactions properly authorized before being processed by computers?
	
	

	35
	Are all batches of transactions authorized?
	
	

	36
	Do controls ensure unauthorized batches or transactions are prevented from being accepted i.e. they are detected?
	
	

	37
	Is significant standing data input verified against the master file?
	
	

	38
	Is maximum use made of edit checking e.g. check digits, range and feasibility checks, limit tests, etc.?
	
	

	39
	Are there procedures to ensure all vouchers have been processed e.g. batch totals, document counts, sequence reports, etc.?
	
	

	40
	Are there procedures established to ensure that transactions or batches are not lost, duplicated or improperly changed?
	
	

	41
	Are all errors reported for checking and correction?
	
	

	42
	Are errors returned to the user department for correction?
	
	

	43
	Do procedures ensure these are resubmitted for processing?
	
	

	44
	Is an error log maintained and reviewed to identify recurring errors?
	
	

	45
	Are persons responsible for data preparation and data entry independent of the output checking and balancing process?
	
	

	46
	Are persons responsible for data entry prevented from amending master file data?
	
	

	OUTPUT

	47
	Is there any formal written output distribution policy?
	
	

	48
	Are hard copy reports:

· Headed

· Pages numbered

· Dated

· Identified by report/program number

· Adequately totaled/control totaled
· Designed to give an “End of Report” message, if not obvious?
	
	

	49
	Are significant reports distributed to only authorized personnel in line with an approved distribution list?
	
	

	50
	Are there formal procedures for checking, filing and retention of reports?
	
	

	51
	Is maximum use made of programmed checks on limits, ranges reasonableness, etc. and items that are detected reported for investigation?
	
	

	52
	Where calculations can be 'forced' i.e. bypass a programmed check, are such items reported for investigation?
	
	

	53
	Where errors in processing are detected is there a formal procedure for reporting and investigation?
	
	

	54
	Is reconciliation between input, output and brought forward figures carried out and differences investigated?
	
	

	55
	Are suspense accounts checked and cleared on a timely basis?
	
	

	
	VIRUS

	56
	Is there any formal written anti-virus policy?
	
	

	57
	Is the policy effectively communicated to individuals in the organization?
	
	

	58
	Is there a list of approved software and suppliers?
	
	

	59
	Is only authorized software installed on microcomputers?
	
	

	60
	Is there a master library of such software?
	
	

	61
	Are directories periodically reviewed for suspicious files?
	
	

	62
	Is anti-virus software installed on all microcomputers?
	
	

	63
	Is anti-virus software regularly updated for new virus definitions?
	
	

	64
	Are suspicious files quarantined and deleted from the terminal’s hard drive and network drive?
	
	

	65
	Have procedures been developed to restrict or oversee the transfer of data between machines?
	
	

	66
	Is staff prohibited from sharing machines?
	
	

	67
	Is software reloaded from the master diskettes after machine maintenance?
	
	

	68
	Has all staff been advised of the virus prevention procedures?
	
	

	69
	Are downloads from internet controlled by locking the hard-drive and routing it through network drive to prevent the virus (if any) from spreading?
	
	

	
	INTERNET

	70
	Is there any proper policy regarding the use of internet by the employees?
	
	

	71
	Does the policy identify the specific assets that the firewall is intended to protect and the objectives of that protection?
	
	

	72
	Is information passing through firewall is properly monitored?
	
	

	73
	Determine whether management approval of the policy has been sought and granted and the date of the most recent review of the policy by management and awareness is maintained?
	
	

	74
	Have the company employed a Firewall

Administrator?
	
	

	75
	Is firewall configured as per security policy?
	
	

	76
	Is URL screening being performed by Firewall?
	
	

	77
	Is anti-virus inspection enabled?
	
	


11.8 INTERNAL CONTROL QUESTIONNAIRE FOR INTERNAL AUDITORS
	SN
	Internal Control questionnaire 
	Yes
	No
	Remarks

	1.0
	Understanding of the Council Operations:
	
	
	

	1.1
	Are there full time and part time employees?
	
	
	

	1.2
	Do they have appointment letters specifying their duties accurately?
	
	
	

	1.3
	Do they have required qualifications as per NEMC requirements?
	
	
	

	1.4
	Did the employees receive any training or orientation on NEMC operations?
	
	
	

	1.5
	Did the Council provide adequate office accommodation for employees?
	
	
	

	1.6
	Does the  
	
	
	

	2.0
	Management of NEMC Funds and Project Funds:
	
	
	

	2.1
	Is the Council maintaining project and Operational Bank Accounts? 
	
	
	

	2.2
	Is the NEMC fund and project fund in the same signature category?
	
	
	

	2.3
	Are all receipts of NEMC fund and project funds acknowledged and recorded in proper books of accounts?
	
	
	

	2.4
	Is there any notification within the Council concerning transferred funds? 
	
	
	

	2.5
	Does projects funds accounted correctly and timely transferred to respective project account? 
	
	
	

	2.6
	Are bank reconciliations prepared on monthly basis and duly approved by appropriate authority?
	
	
	

	2.7
	Are bank reconciliations prepared by some one independent of cash receiving processing and recoding activities? 
	
	
	

	2.8
	Does someone other than the preparer review and approve the bank reconciliations?
	
	
	

	2.9
	Is there any record showing the breakdown of NEMC bank account balance at any particular time? 
	
	
	

	2.10
	Are all payment vouchers authorized by proper authority? 
	
	
	

	2.11
	Are all project documents properly filed and kept in a safe place?
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